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A note on the use of these Powerpoint slides:

We' re making these slides freely available to all (faculty, students, readers).
They're in PowerPoint form so you see the animations; and can add, modify,
and delete slides (including this one) and slide content to suit your needs.

They obviously represent a lot of work on our part. In return for use, we only
ask the following: Computer
= |f you use these slides (e.g., in a class) that you mention their source H .
(after all, we’ d like people to use our book!) N etworkl ng . A TOp

If you post any slides on a www site, that you note that they are adapted

from (or perhaps identical to) our slides, and note our copyright of this Down Ap p roaCh

material.
7th edition
Jim Kurose, Keith Ross

Pearson/Addison Wesley
April 2016

Thanks and enjoy! JFK/KWR

©@AIl material copyright 1996-2016
J.F Kurose and K.W. Ross, All Rights Reserved
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Chapter 1: Introduction

Our goal:
0 get "feel” and terminology

0 more depth, detail later in course
0 approach:
+use Internet as example
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

0 end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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1.1 What is the Internet?
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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A closer look at network structure:

Q end systems:
2 iy

0 access networks:
N ity % e B FLdh 2 it
FH 2% 7 2 e 4%

Q network core:
% 2 R I8 A A I 2H R ) TR
x| 28
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1.2.1 A M

Q: How to connect end
systems to edge router?

O EBRA
O AN CER, AFD
0 BaimA

Keep in mind:
Q BAME R 2 D7
Q HEILEEH?

7
a 9
For |
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Z (bSL)

central offi

DSL  splitter

< 7 |
modem D
voice, data transmitted / ol

at different frequencies over ~ DSL access
dedicated line to central office multiplexer

o HHETEA R RME, FHOARETFRIEE (B —%5% -
= DSL modem: F#tii(E 5 M FE S

= Splitter: &I/ B E A (HAMD
= DSLAM: JI5R/ 77 85 2 26 DSLZRE (ISP
+ FAT# % < 2.5 Mbps (Ji 7t < | Mbps)

+ AT %< 24 Mbps (H71 4 < 10 Mbps)

Introduction 1-14



=

cable r]eadend

..............

= cale splitter‘ DIJ g
modem = ]

i

n| OF
5
b

W

vV VvV VvV
| | I

D D

E E

™~
™~

~N |I>»4H4>0
© | >=H4>0

D

E

% o] % [e] | Ol
4 5 6
Channels

o AL AR, fH CAT 14T 2 A AL R Al vt
o HEATHRAUE T AR 2k F g8 T AR

Introduction  1-15



cable r]eadend

= H S

~ cable splitter DIJ
modem = !gl

o IRENLF[FHIFEZEHFC: hybrid fiber coax
o HLABEAM ECE M+ RS R OGET IR E H D
* cable modem. Splitter. FEZi. Jt4f. CMTSHY 4N M
» NATHER S 30Mbps, ATIEZ 5 2 Mbps
¢ JLUBA~JUT PR EILH — % i

Introduction

1-16



NVEEAR . PIKRK (Ethernet)

N

institutional link to
ISP (Internet)

g \ / institutional router
i q q Ethernet institutional mail,
=l switch — web servers

QAT AR, FRAARE LK RE
o LUK DA AZ H 1S B 1 ) i N A
+ fEHEZ: 10 Mbps, 100Mbps, 16bps, 106bps
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LEREAMN: TLEEMN (Wifi)

D&TﬁAAﬁ1%ﬁ(%A
, BR A AR A
%H%
o A 5 R AR R JLAK A
< FEUIE AL T RN

o ToEAR AR 11 MbpS N to Internet
54Mbps. 450Mbps

o %Qj%ﬁiimm/\¥ﬂ/‘]
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wireless
devices

@ iI)\)>

-

to/from headend or central
office

often c@ned ____________
in single box Z‘f
cable or DSL modem
wireless access router, firewall, NAT

oint (54 Mbps
P ( Ps) wired Ethernet (1Gbps)
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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1.3.1 435 (packet switching)

(| ﬁ\éﬂiﬁ% E‘]ﬁ%%

< ENUHEAE Y BE 7 B &A% 85
FH 2R — R 4] '
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L bits N
per packet

L0
T

321

source - — ‘ - g i
N R bps | — Rbps g destination

a K — o H AR — O [ PN HA NS
Ak L, AR L/R B B % (1) B FEIN 2 2 /b 2
o A H R E H + (P+N-D L/R
(), BFER = 2L/R (A
ESUEReE D) Q HPIEKFNE, gk

O 3/ L S B RALFINT £ HIFEER!
E/‘Jégﬁ#lﬁ, ;E‘xﬁﬁﬂ-:?
« 4L/R
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Tt R 5 A HERASEIR AT E A

R = 100 Mb/s C q

<4
queue of packets —g E

waiting for output link

= FRBAIEIR: Sy AR BE RS A7 TP HERA, I NIEIR
= B RS, T H RS

« ZIRESAKTEEN, FAEENELR™E
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EB& (routing) : % (forwarding) :
T EANRE HRH) S &ERE KRR, By
oI, AR KR ZH R 2 B AH B 1 4 A

routing algorithm

local forwarding table
header value |output link
0100 | 3
0101

2
0111 | 2
1001 | 1

W

dest address in arriving
packet’ s header

%%

=

Ne‘rwor'k Layer  4-29
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1.3.2 HEE3LHA (circuit switching)

O FEL TR (X R LB A 4 -
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D%E% (link) :
< PIELEAR, RS
iE (channel)
< A] DLIE I 3 A =
Xl AT ML
11518
QHEE Ccircuit) :

« PIEIRAR P ) — 2%
TEE
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ZHEH (multiplex)

Example:
4users BEOCHA

frequency _
e

time

#i5y 2 FHIFDM

i E FHTDM

frequency E E E E E

time
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‘ AT B A A S [F)

O How long does it take to send a file of
640,000 bits from host A to host B over a
circuit-switched network?

« All links are 1.536 Mbps

« Each link uses TDM with 24 slots/sec

+ 500 msec to establish end-to-end circuit
QLet's work it outl

« BORAE R 1536Mbps/24 = 64Kbps

< AR 640kbits/64kbps = 10s

< JHA: 500ms+10s = 10.5s
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At AR A2
R AR, DARHAFFESHH,!

0 1 Mb/s link

Q each user:
% 100 kb/s when “active"
+ active 10% of time D
N users —

0 RS (EEANE) "] Mbs link
< 10 users P

0 pHH GEFIE)

<+ with 35 users,
probability > 10 active
at same time is less
than .0004
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At AR A2
BB, AT HAT DA RHR % A !

0 1 Mb/s link
0 Only one active user:

« 1000 1kb-packet's
0 mEXHR (EEHE Vi
1 Mbps link

% Need 10s N users ~—
Q SHXHR FHFHE)

<+ Need 1s
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gitt ZH vs [F]J

Gt (rdAcH) - AN E

0— D/C--_I_I_HID

I

queue of packets

N

xc=

DI p G H] CRBRACH) « (58 AT

a1
Data flow / 1 S
D |2 =
E
4 3(2(1 M
e
\4—";!1

I
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Packet switching versus circuit switching

is packet switching a “slam dunk winner?”
Qgreat for bursty data
+resource sharing
«simpler, no call setup
O excessive congestion possible: packet delay and loss

«protocols needed for reliable data transfer,
congestion control

0O Q: How to provide circuit-like behavior?
+bandwidth guarantees needed for audio/video apps
+still an unsolved problem (chapter 9)
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Question: given millions of access ISPs, how to connect
them together?

- <

3 o
= =
o

N o=




R HIIZ%: AR BT

Option: connect each access ISP to every other access
IsP?

connecting each access ISP to
each other directly doesn t scale:
O(N?) connections.




2

°
v °

K'Y

3] — /£ BRISP

Option: connect each access ISP to a global transit ISP? Customer
and provider ISPs have economic agreement.




MR 2E: ET B AEERISP

But if one global ISP is viable business, there will be
competitors ....




PRESHIMES : 2 4P BRISP

But if one global ISP is viable business, there will be
competitors ....

which must be interconnected

Internet exchange point

IXP

o >



Rl AT # . (IXP)

Mt
oy |

e

|

L)
mman

o>



PR N 4%: & E S5
ISPS

... and regional networks may arise to connect access nets to




R AET RS

« FENISP

< Hi[X ISP

% 5F—J=ISP

a0 X SR

o RIRRMAZ 0 p TXP: 22N TSPAE RIS S5 i 5

& {F1E 5 PoP (Point of Presence) : {KZISPH#EA
=2 ISPHIHE

e 215 (multi-home) : —/MEZEISPA]LIEANZ A
=S RIN




... and content provider networks (e.g., Google, Microsoft,
Akamai ) may run their own network, to bring services, content
close to end users

DHa



0 at center: small # of well-connected large networks
+ “tier-1" commercial ISPs :national & international coverage

« content provider network : private network that connects it
data centers to Internet, of ten bypassing tier-1, regional ISPs
Introduction  1-48
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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QfER
< ol YR 2w 21K B 1 20w 1 B 18]

QEEX
< ARFINAAT B H B 235 1 43 25, LA

ot &E
< BRI INF 8] P X 2% R Th A2 A5 B B HE =
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73 4H SEIR I RYR

Ql 5 A AbEE: Q 2. #ERA
o KA AR < (M A S R AL 5
< Tl 5 i HH B <o IR ] S B T B
FUR KN

transmission

«—propagation —

=K

—>
nodal
processing  queueing

Introduction

1-52



73 4H SEIR I RYR

3. fRHAEIR: 4 fEIRIEIR:

O R=link bandwidth (bps) Q d = length of physical link

O L=packet length (bits) O s = propagation speed in

O oA SIgE iy medium (~2x10% m/sec)
ISffa] = L/R O propagation delay = d/s
A D)

Note: s and R are very
different quantities!

—~c <—propagation—
B~ g WH

!

—>
nodal

i i
processing  queueing Introduction  1-53



TR FEIR

dnodal = dproc + dqueue + dtrans + dprop

0 dypge = MFLER
o SRy LA PORD B 1 )

O dyeqe = HEBMIER /18
e« ZRIRR, BT HERR AR

Q dTmns = /@:ﬁﬂﬁ B i;

o BRb~BERD, R BT R R
Q dyyp = HEABEIR
s UM~ JLTTRR), B T RE R K
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HEBASEIR 5 i e 9

o :

OR: link bandwidth (bps) @ / |

> 1

QL: packet length (bits) 35 /o

Oa: average packet g,n / |

arrival rate S ; |
@ A S ¥

traffic intensity = La/R traffic intensity 4

= La/R

= La/R ~ 0:avg. queueing delay small
= La/R -> |:avg. queueing delay large
* La/R > |:more “work” arriving
than can be serviced, average delay infinite!

La/R -> 1

* Check online interactive animation on queuing and loss Introduction 1-55




HNS5ER

O far th BASI 2R 2 A PRI s BABTGINT, R 041
WEFT
buffer

(waiting area) packet being transmitted

packet arriving to
full buffer is lost

Q BRI — N EE S
« BRAIRHE: EAREK
« BB HEARERRE K (BaiglaZEm! )
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0 ¥ 2] i AE IR

< S HARRTIAE LT T AR AR IR 2 A
0 Wof i 381 i 0 A3 FBUURS F)

o e BERURG: SERTAZ BN, g IR, AR

Wil

o PRERIUR: LA E N, A BT
QPRI i 1]y FIEIE -

«Ping, Traceroute
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) I I]:I:
O BRI ] P g A B D A AT B A 5

» W L 45 N A
P BRI (A A ik

U = %

server sends bits pipe that can carry pipe that can carry
(fluid) into pipe fluid at rate fluid at rate
R4 bits/sec) R, bits/sec)

Introduction  1-58



i 5] ity £ B (4E)

QO R, < R, What is average end-end throughput?

u R, bits/sec d R, bits/sec @

AR, >R, What is average end-end throughput?

u) Rebits/sec [T R bits/sec D

|* bottleneck link

LSV 5 1) 217 T BR 1) 17 3 21 A e
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Throughput: Internet scenario

O ity 3 vy A P
min(R. R, R/10)

0 ¥ 2t B S5
TR HIER, DA
i%%iﬁ‘]ﬁiﬁﬁ

10 connections (fairly) share
backbone bottleneck link R bits/sec
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/NG

QIR R, 2=k, 5
UEREPS

QT V15 BB A AR 1
7, R ) B S
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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AL

— UL B

TCP connection
response

reques ’

Get http://www.awl.com/kurose-ross

—<file>
time
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NI ER

0O Human/network protocols:
+ specific mesages sent

+ specific actions taken when messages received, or
other events

0 MEHMLENT
< JBAE SR 2 18] A2 He (3R S A R 7
o FERIR /SRS, B S FH 4 5 R B S

0 ERTEIMNERRRIERE, BRERMNEHN
HIR AR JREAN TAERIE R
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Networks are complex |

Omany “pieces™ .
Is there any hope of

*roufers organizing structure of

< links of various network?
media Or

<« applications at least our discussion of

networks?
<« Protocols
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Organization of air tr

avel

ticket (purchase)
baggage (check)
gates (load)

runway takeoff

airplane routing

airplane routing

ticket (complain) 4

baggage (claim)
gates (unload)
runway landing

airplane routing

O a series of steps

Introduction
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Layering of airline functionality

———

ticket (purchase) ticket (complain) ticket
baggage (check) baggage (claim baggage
gates (load) gates (unload) gate
runway (takeoff) runway (land) takeoff/landing
airplane routing ’ airplane routing ‘ ’ airplane routing airplane routing airplane routing
departure intermediate air-traffic arrival
airport control centers airport

Q ARG )= R RGHLINRER T B— RIVICTFRIR I
BRI ThEE Uk

QJZIRIAISC A B R AT RESCBLAT BRI N % 242
PRI AR S5
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0 SRR IR S5 2 T 1 E AR SE R 451l
o N HAH IR R
QEHUL TR T RS 4E T2

> ORI Z ARSI SE BT 30, XY
JE R W]
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Internetilp iUk

0 application: 7L 2 I fE RS
SEMIHRSL (message)
« E.g., FTP, SMTP, HTTP

Q transport: 1EN HIEF 5 P28 )42 1 1A] (
HERL-HERD) (E4RCE (segment)
« TCP, UDP

Q network: TEJHEFEHLATH I FEHL (K-
i) Z [afEs 74 (packet)
« IP, routing protocols

Q link: FEAHER & & 2 [EfEHIT (frame)
« E.g., PPP, Ethernet

Q physical: EHE A FAEw LR (bit)

application

transport

network

link

physical
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ISO/0OST reference model

Q presentation: allow applications to
interpret meaning of data, e.g.,
encryption, compression, machine-
specific conventions

Q session: synchronization,
checkpointing, recovery of data
exchange

0 Internet stack "missing” these
layers!

+ these services, if needed, must
be implemented in application

< needed?

application

[presentation

session

transport

network
link
physical
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QR E BRI TiRe, FEiz/E ERsR (O
ATAEA R B 520D A 52 ik

Q PRI ER Dy Re sk 2 e e X AR S,
FHFED LR A
> E R ERE AR 4 FE BRI
« (B EAZHIAE : WO IR SOE
= ROCHIARA T BRI
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message E

segment [H,] M

datagram [H[ H] M |

frame [H[H]H] ™ |

destination

application

transport

Hol He| ™ network

link

link
physical 9/—
switch
Hy H] M | | [metwork
H[H, H] M link Hol Hi| M
physical
router
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Network Security

Q Interneti W1 i, FFRAFRE LN
7] 2
< original vision: “a group of mutually trusting
users attached to a transparent network” ©

Q 4K HjInternet:
o RERAE S PSRN 2 e F R A
o X282 4 B SO I AR AL X 28 A0 1) A s =



R 453 oA 1 D 2 2 e

Q X DRIy R 2 e vt it 1) AL o
o BRI (AR, FHD) ANRIFENLK &
o X FENL MEESLliE 4R 55 %t (Denial of
Service) , fHEHA RS

m R Rl PSEE R EFSY NG g
< BT 0 45 A% A R AR
< FE R 28 FRIE N B AR 45 J2 35 9



4RSS (DoS) Mil:

0 Brar AR BB sE B, 1S AE
WP AR ASBI P s B 55

1 iEFEH bR

2. A FH S R A LR P 2%
FHIENL (FRAXG. fE
FHLE

3. MBS ML H bR AIE R
BN




L

O MRFR:

< Wl 28 AR R B 00, RIS W P i 7
MfE R, s

0 Whiresharkif /& — 26 7 B R AR 2%

src:B|dest:A ayload |
é} B Taoad] Ly



[‘; RN
QTP Ak e ik i 4 £




2

O H RO RS R CEetn, SRR P A
), ZJEEFEAMZ (DREZHTD

2

later ..... &=
A |2
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I ' |src:B|dest:A| |user: B; password: foo
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Chapter 1: roadmap

1.1 What is the Internet?
1.2 Network edge

O end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Internet History
1961-1972: Early packet-switching principles

O 1961: Kleinrock - queueing 0O 1972:
theory shows « ARPAnet public demonstration
effec‘r.lveness of packet- <+ NCP (Network Control Protocol)
switching first host-host protocol

D 1964: Baran - packet- + first e-mail program

switching in military nets
O 1967: ARPAnet conceived # ARPAnet has 15 nodes
by Advanced Research

Projects Agency

QO 1969: first ARPAnet
node operational

THE ARPA NETWORK Introduction  1-82



Internet History

1972-1980: Internetworking, new and proprietary nets

1970: ALOHAnet satellite
network in Hawaii

1974: Cerf and Kahn -
architecture for
interconnecting networks
1976: Ethernet at Xerox
PARC

ate70's: proprietary
architectures: DECnet, SNA,
XNA

late 70's: switching fixed
length packets (ATM
precursor)

1979: ARPAnet has 200 nodes

Cerf and Kahn's internetworking
principles:

+ minimalism, autonomy - no
internal changes required
to interconnect networks

+ best effort service model
+ stateless routers
+ decentralized control

define today's Internet
architecture

Introduction

1-83



Internet History

1980-1990: new protocols, a proliferation of networks

0 1983: deployment of 0O new national hetworks:

TCP/IP Csnet, BITnet,
0 1982: smtp e-mail NSFnet, Minitel
protocol defined 0 100,000 hosts
0 1983: DNS defined connected to
for name-to-IP- confederation of
address translation networks
0 1985: ftp protocol
defined
0 1988: TCP congestion
control

Introduction 1-84



Internet History
1990, 2000's: commercialization, the Web, new apps

O Early 1990's: ARPAnet Late 1990's - 2000's:

decommissioned 0 more killer apps: instant

0O 1991: NSF lifts restrictions on messaging, P2P file sharing
commercial use of NSFnet
(decommissioned, 1995) forefront

9 early 1990s: Web Q est. 50 million host, 100
+ hypertext [Bush 1945, Nelson  million+ users

1960's] O backbone links running at
+ HTML, HTTP: Berners-Lee Gbps

+ 1994: Mosaic, later Netscape

% late 1990's:
commercialization of the Web

Q network security to

Introduction  1-85



Internet History

2001~: Mobile Internet, Internet of Things
QO 20084 jH #25h H KM Q 2009H Ja I B A :

i AR o WIEERHRIZERRIN . 35
< %%%E%%Efﬁ’&ﬂ‘ﬁ% %uixi&ﬁ%) q:, (@Z
=RBHEEEHE (36) K ED R3]
< JEHNE K AiiPhone36-
i0S 2.0, #EHApp O PIEERN ;
Store o (EEIEMIOBER L, A5
I PR RAE S ST (4
0 B2 ELIK U, ST T RE RS B
o B E AR A, T ST H R A AT
T X BRI 45 R 5% BefbIRm. b, BRER.

ll/‘?ﬁ*l],—@ﬂ

Introduction
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Internet history

Q ~56 devices attached to Internet (2016)
« smartphones and tablets

0 aggressive deployment of broadband access
O increasing ubiquity of high-speed wireless access

O emergence of online social networks:
« Facebook: ~ one billion users
O service providers (Google, Microsoft) create
their own networks
+bypass Internet, providing “instantaneous”
access to search, video content, email, etc.

0 e-commerce, universities, enterprises running
their services in “cloud” (e.g., Amazon EC2)
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O THEHLLE RIE
o DHREMERE: FIAVE GERE. #AO , IEfPE CRTSErEEH]D
« VEREMI L. fFukE, ER, ERE
o gafhir . SRt a4, EEYE

0 B
o PR (PR, WA (RD , SIARIE (B
LI AEDRREI P 3 2 A e AN R S, RN ER A R
o i B AN RGETT G 1B RS, ARIXEE g m] REA R (1
[, o 7R R [ U S WA T P 2
o« BB RIEN: IS5, ThRE, . B, B
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Computer
Chapter 2 Networking

Application Layer

A note on the use of these Powerpoint slides:

We' re making these slides freely available to all (faculty, students, readers).
They're in PowerPoint form so you see the animations; and can add, modify,
and delete slides (including this one) and slide content to suit your needs.

They obviously represent a lot of work on our part. In return for use, we only
ask the following: Computer
= |f you use these slides (e.g., in a class) that you mention their source H .
(after all, we’ d like people to use our book!) N etworkl ng . A TOp

If you post any slides on a www site, that you note that they are adapted
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material.

Thanks and enjoy! JFK/KWR 7™ edition

Jim Kurose, Keith Ross
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All material copyright 1996-2016
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Chapter 2: Application Layer

Our goals:

O =M R O [L’Mﬁﬁﬂ‘]&ﬁﬁ}%'w
Jer B A SIZEW T A 0 W
|

A = HTTP
O JIA BB “ PP
) " <« SMTP / POP3 / IMAP
o -5 AR =~ DNS
o NEEFE A >
: Xfi*i'ﬁt O FF & 2 N FE 7 -
< ’f?iﬁﬂ}zﬂﬁ% < socket APT
< RS ERED
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Chapter 2: outline

2.1 principles of 2.5 P2P applications
network 2.6 video streaming
applications and content

2.2 Web and HTTP distribution

¥N78: File Transfer networks (CDNs)
and FTP 2.7 socket

2.3 electronic mail programming with

+ SMTP, POP3. UDP and TCP
IMAP

2.4 DNS
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g — A~ X 28 WV

application
[Fransport |

O G AN R A% O
s — N, g
HATPL: = e
o BITEARPW RS L, I+

AEIE T X 2% A EEAE
< Blan, webMR4 2S5 Y
A

O MR R r & L.

o N AT BN
LRSI

0 " HAEu R4 FF RN &
— AR EE AR E
o BRORHB T8 T P28 N B

IR AN R
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2.1.1 % 5% F 4 1

O TP R —DNHREF AT, BB ke KA
R BRI 255 N A

O [ 2% 5 FH 2SR RE 1 AE 251 oim 2R 4t AN
REfF 75

O H B PR 32 I R 100 28 )8 FH 284 -
B -5 #R4EH (Client-server)
« X228 (Peer-to-peer , P2P)
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fR% %% (server) :

« H—HLEELRNEN, b
18178 55 427 (server)

+ JIR%%8 EHl(server machine)
HAKAN S AFTE R R bk

2 (client) :

« P& LIgir — NE PR
(client), HEW 5Kk HE
FFiEfE, ERMSS

@ %ML Cclient machine) f#
izﬂ*iﬂght, A SR

B RASREEERE, BOZEAAERE

2: Application Layer 6




P2PZE

OO A S E L O 25 5% AL e
O EE—WRG ) &k g
7Y L P =

peer-peer g

O X552 AP A R
ML, fdFHshZsHuk ) s

O RN BE AT SR AR 55 o
WA LR 55

0 SR KIP2P N«
« BT,

il B g
* Skype p=;

< PPLive

2: Application Layer
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P e 2R AL 1 B3R

B -R 55 AR BN P2PZEM:
O TR m RSN E
o BIR (RS HAERLuuE o ARAAT 2 HR AT LASR AL TR IR
JE 1) & ity bRt (k%
Ky N=¥ n KW=
<« WEYR R BT PR o GTAR. WM E

3 B 3
<« SRR TR R A i R, o IR BRI AE, 2> i
Uk 55 v AR s ST P (R 224 E5)
it SE NI VRIS IS
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2.1.2 A~ A% vy b )ik AEIEAE

0 BERE: EHL BT
O AT AN, AR 2 B RS 7 2 S

0 BEFEIEAE B 5k
[Fl—AEHLA: HERERIEEILE (OSHAD
> FEAF ENL L 8IS AR ST IEAE

O FE— IR E RBE 1R, SRehrn— s it
P, i IR etk
e BN EBRGETE R
o RS HERE . HUOE R B RE
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HIEEMZZRIIE O : E3#F (socket)

O BERE AR SCE AN W25, SCana] A X 28 i S 2

O BAELE N FFE FP A 28 22 [ A7 AL — B ] (BT -
o RIEROL: RIEBEREREAROCHER T4
« TAMIER O (EIRERD Rk SO B BGHERR R 1T 1
o AR SC: ECHEREST T ], BRI AT RIR SC

0 BT RNHEMERENE D, tE N R R L2
[F] ] APT

application application
socke trolled b
| I | rocess> F—Gn ereioner

— =
transpor transport
network network controlled
by OS

q link fink
N physical physical
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16



BERE AT AR IR & HERE gL
0 GAHEFE AR, 0 SR

DL I R RE NS $R B & o EHLHLHE
‘ o IR i 1
0 Q: A DL ERE BT LE LAY
bk SR bR R 3R L 2 a3 i 5 R4
LR, B A o AT R SIS 15 2 T
Di;ﬁ%gifz iﬁ'ﬁm 98, MM R
He - « Htil, HTTP server(dFiik
- _ 180, Mai grn|
a9, XA A 2580 Mail server{i i
FEHL LRI FFERE
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2.1.3 [ 5 TEAT 2 b A A A 552

FEAIE — MNP, IR 7 E i E — M es sy

Data integrity Throughput
0 AL CngEosD bl o G (N2 k) ZoK
HRERRE B E R DRAE B AR AT 7 58
O LN CNSCHELRD 2 o HEeRiE GREerERAD
R SEEUIR N SIS T LI 7 4% o T i 1604 5
Timing Security

0 FUEMA (Mg ETE, 2 0 e, HdEse B,
B R AEIR TR

Ik
O AN s ff &) X
JEIR AN
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2.1.4 DARE I HE6 S (AL I 4% i A 55

DRIy X 3 flk 2 b A B A 55 209l FH TCPATUDP P S SK B1L

TCP service: UDP service:

O [f )L PRUEAE Sy m) ifEii%lW%Llﬁﬂﬁii%&

O nl5EfLh: A X

O sl RIEEEAS ‘& N ) . .
15 Sl T ek, R

O EELER: AR ) e, B A
IR iF, 224tk

O AiRpE: e, &K %R
ik, 4tk
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2.1.5 N HJZ WX
PR HERR 2 T S ARSI 4 B R 2

N JE I SCE X - APSER/NPE
n S E LT 0 fERFCICA i X
+ e.g., request, response O U EERAE
O S EE Je.g., HTTP, SMTP
w RO B IR "
Mt P
O R X 3 e.g., Skype

« FPBPERERE X

O JRIE /Wi I SN TR AR AN
Al

2: Application Layer 14



/NG

O RO R, 7
o JEPE PPN NS K-S 4 or P2P
o IEFE MRS : TCP or UDP
< BE— AN H S
o & SN HE MY
 MER TR ST GAAEZTEDD
O 2% AN 2 B
o N JZE PSR =2 IR 2% 8 I — 4y
o PILE N IS FER AR RS SRR 4
0 ZORERKMES:
o B - A AR Y
o P2 N H g 1
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Chapter 2: outline

2.1 principles of 2.5 P2P applications
network 2.6 video streaming
applications and content

2.2 Web and HTTP distribution

{%: File Transfer ~ nefworks (CONS)
and FTP 2.7 socket programming

2.3 electronic mail with UDP and TCP

+ SMTP, POP3,
IMAP

2.4 DNS
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16



Web 1 H i {4

ONMZEBIE: WL (web pages)
O W28 N 284 . 2507 - iR 55 s 2844
S W
< R55 45 weblR&4%
OZER MRS TCPHRSS
O %515 80
AR HZEPN: HTTP (Hyper Text Transfer

Protocol)
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N

0 Web pagefH—%xt 4 (object) ZHAk

O WGBS ST, TLURHTMLCH . BB Java/METF
B, .

0 FAX G —NURL (Uniform Resource Locator) 3R, 4.

http://www.someschool.edu/someDept/pic.gif
~—

method host name path name
0 HTML (Hyper Text Markup Language) & —Fig=0iEs, HTHi
TR A 2 AR R 5 2
O HTMLICHE R FHHTMLUIE & %5 B SO SO, 75 St 171 5
A A AT R
0 Web Ul # @& — MHTMLUIEA SRS 5l X 5, B4 51 X
FAESCRS I FLURLES Hy
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—ERYE ()

mF R N E LT
o A BN, BRI A S A IEESI
A A A B B e SCRE BB RE SRV R B
A B B R4 B B 48 (a0 A B
O HSCA (Hyper text) :
o — B BHLUT A, IR & R AN R 2 TR ) L
A5 B AL RS AR
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2.2.1 i CARAL A i --HT TP HEik

0 Web R il - 45 Bt
+ client: ik, b (D,

ALE 7RwebXf 5 PC rt;nning H5 Qlesy
+ server: Webfi 55 3 i Explorer o
x

PR R R
25
9 HTTPHL: 5 3L T SIS G server
web fIf 4543 .19 Fy 385 15 JU St uing |
\(\ p(;cer'ier'e
3 HTTP 1.0 (RFC 1945) i @
HTTP 1.1 (RFC 2068) Mac running
Navigator
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HTTP {# A TCPJk 5%

0 & RERIIRS % 80 b
) TCP R (% )i
B —NEET)

0 RSB EZRBE
TCPiEH: (IR %5 ws i B
—NEET)

0 /XJ"*%&%DEE(%%&%‘%
HTTP# S Gl % H 11
BT

0 KHATCP &R (LH&H
PIEHT)

HTTPZ “Joika&n)”

0 W55 ds ARAEA KRB
TR A5 B

——aside

Protocols that maintain
"state” are complex!

O past history (state) must
be maintained

O if server/client crashes,
their views of "state” may
be inconsistent, must be
reconciled
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2.2.2 AEFE A GEE AN K A ERE

JEFEA HTTP FAHTTP
0 E—ANTCPIER LiRE O £ TCP&Z Enl Ll
FIE—PRR FIEZ IR

0 HTTP/1.0 AR AE O HTTP/11 SAEfEHFFA
LS %

2: Application Layer 22



1EFFA HTTP

\ N N (L&A K
BB P N BL R URL: 10/MJpeg (%)
http://www.someSchool.edu/someDepartment/home. index

la. HTTPZ R EEILAR

HTTP i 55 a4 R )1 £ 1b. www.someSchool.edu |
WwwésoomeSchooI.edu on FIHT TP R 2% 28 75 7 11 80%%
port

fETCPIER, 32, JIF
(HELTCPIEH L=

2. HTTPZ 45— HTTPIR Rk
X (BEURL) ENERER

R R 3. HTTPIR % S Bl skt
PR FI L 2 PR 4 00
i WL, HRSCE N E R B
someI‘Dfr‘Jartment/home.lrlge;/ oy
GERXTEO
‘rilme
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EFFAHTTP (20

/ 4. HTTP fed5 a8 5 A TCPIE L

5. HTTP %/ Halit L ST HTML
FEIITARER S, BHTML
AR, AT ORI 104

b B jpegti %

b6 X FAANjpeght %, #HE

A ¥R 1-5
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JERE A HT TP i 37 ][]

RTT (Round-Trip Time):
— AN RGERIIR S @
#%, FR A A A

Response time: initiate TCP___

7 WAL TCPHERE I —ARTT “WMQ{
O RIEHTTPE R 2 U E 0 B 1 request

\
A LA I —ARTT ﬁk//////
RTT{ >

time to

O A5 SCAE R TE] }Tr'lansmif
S file
i SR — A B e 1) eeived
O 15R— PGB 2RTT (2
m%x#%\{giﬁﬁﬂﬂ‘ I‘Eﬂ ) time time

O 1 K> 58 BE 4 T I
22RTT (1141-X150)
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A HTTP

EFEAHTTP 1) fi] 25

O RN X R T Z2RTT

0 A TCPIER T EHAEHRIE &
IR

O WA BT I 2 TCP#EHE
SRIREL— A 1T

H A HTTP

00 MRS B R I (B

O PR 5 2 1 R
SEHT TP SCAT DAE 04 |
14

oK AT 3

I

O % AR F— A B
J& R IE s SR

O ERENLHNINRTT

O HR AT 12RTT

Tk 2k 7 e

O HTTP/1.18u 8 i % 5 X

O & PR B — AN 5] X
G AT LU % R

O A LE—/NRTTHS ] Y i K
REEIERSE S

O ER AP TR Z3RTT
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2.2.3 HTTP 3% 5

0 FIRHTTPHR X

o R BRI

o TSRS R4S B A
O HTTPIR I ASCII AR 1k
0 HTTPiE R

sp) sp [r[ 1] et
}header
lines
Fcr If
cr| If

Entity Body
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HTTPiGE Kl 3

5 RAT
\GET /somedir/page.html HTTP/1.1
Host: www.someschool.edu
. |User-agent: Mozilla/4.0
H 1T | connection: close
Accept-language: fr

/v(extra carriage return, line feed)
— AN [ 4 4
e GN SR
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AR AN

Post Jjik:
0 Web U1 & 49 & 3 550
A URL 77

3 MAMRBH R O T GET 7k
LT RIS o s AR AR RATH
URLZEEH bk, 4

www.somesite.com/animalsearch?monkeysé&banana
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HTTP 7%

HTTP/1.0
0 GET
0 POST
0 HEAD
< BRMRSS ZRAN IR [A6
%, RH— ok

Wi [ CSRAA g 25
HH T SRR R

HTTP/1.1
0 GET, POST, HEAD
0 PUT
< J SR TRAE R S SE R
i, fER|URLTBLTR
EMEE (H3)
O DELETE
« MHERURLFZ B a7~ 11
A
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HTTP i i S

IRZSAT
T HTTP/1.1 200 OK

AT

Connection: close

Date: Thu, 06 Aug 1998 12:00:15 GMT

Server: Apache/1.3.0 (Unix)

Last-Modified: Mon, 22 Jun 1998 ....

Content-Length: 6821

Content-Type: text/html

i, ﬁﬂﬁ%ﬁﬁq/////'data data data data data

HTML

2: Application Layer
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HTTP i b R Z5ACHS

A few sample codes:

200 OK
+ request succeeded, requested object later in this message
301 Moved Permanently

+ requested object moved, new location specified later in
this message (Location:)

400 Bad Request

+ request message not understood by server
404 Not Found

+ requested document not found on this server
505 HTTP Version Not Supported

2: Application Layer 32



2.2.4 H P 5r% %< H.: cookie

Y2 KA Web sk #ifs  Example:

Fcookie 0 Susan &2 MAHIPCHL L
Four components: 5]
1) HT TP 4SO O 38— R U7 R RS HEL T
cookie & #ii1T 5% W3
Dcookie riiitr 0 AHTTPERACES
3) RAZAEF L AL DRSBTSk Sy L)
gﬁokiggig, Hi FH Y +« —ID
Y 2 a3 o
N - <« 1E Ja B e vh 9% ID
4)rz\(€VebIﬁJirEE‘Jfﬁlﬂﬁiﬁl?E N T
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Cookies:

j(”

71AN

RAE IR

client

ebay 8734

cookie file

ebay 8734
amazon 1678

one week later:

ebay 8734 M
amazon 1678

usual http request msg

usual http response
< Set-cookie: 1678

—_

usual http request msg
cookie: 1678

«J usual http response msg ‘

usual http request msg
cookie: 1678

J usual http response msg (

server

Lﬂmazon server
— creates ID

1678 for user create
entr

cookie- acces/
_— specific
action / backend
database
access

cookie- /

—— spectific

action
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Cookies (continued)

What cookies can bring:

aside

Cookies FlEFA:

O authorization
0 shopping carts
O recommendations

0 user session state
(Web e-mail)

Where to keep "state":

0 Cookies 7t ¥ W it Ui 82
FIIREREE

0 you may supply name
and e-mail to sites

0 5t A5 B ORAFCE AR 55 3 (1) i s A0 e, IR [ TD 45 %5 )™
0 % A5 ERRIE ), RAFFEcookie I, JfBETR R

WICRIE G 55 4=
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2.2.5 Web%zfy (fUHR RIS 43D

O ACERAR 55 a5 ARR BRI AR 55 453 R HT TP SR K 28 SEAA, fRAT 5t
URTER SURip R IDEZ I

0 HPwENEES: rf origin

HTTPi# K ¥ %6 K fEweb server
O NAREHTTPIER R el
é%webé?z??:
« X RIEwebZE 7 H: web
GRATIR X R
o MR EwebE T
webZEA7 IR SIS 3 ==
BTG, BAEEAH, 4R
Je iR [l 45 7% origin
Q: webZB A7 W] JITE Yo 5 1 S5 R 2555 2 server
At HTTPig R Sk ifihost i A7 15 th T JRUG IR 55 4%
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More about Web caching

0 Web cacheft/2/ilk% ~ Why Web caching?

HV R, O3 Wb 7 SR S )
o RPTHIRRBRIE O WU AR E T
e 5
o ST R4 55k it
R

1 Web cachelf & ISP
AL, ZH/ISPHRETE
K Z FwebZ AT
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Caching example

origin
) servers

Assumptions

0 FHMRKE = IMb

O BRI 5 25 21 S5 iR 55 25 1T
B kd % = 15/sec

O MK B A 2 46 R 55 25 oK
FIZER (RTT) =2 sec

Consequences

0 LANAIHIZ = 15%

O A A A = 100%

O total delay = Internet delay b @ (e
+ access delay + LAN delay > 5 S

= 2 sec + minutes + milliseconds

LAN

D

!
<

2: Application Layer 38
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Caching example (cont)

origin

pOSSible solution servers

O e N 7 2
100Mbps

consequence
O LANAIH = = 15% 100 Mops
O ENERAHZE = 15% - access link

O Total delay = Internet
delay + access delay +
= 2 sec + msecs + msecs

0 BEBFZHAMN S !

LAN
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Caching example (cont)

possible solution:

0 “3Eweb cache
0 R i%cachedr 1% K 0.4

origin
servers

consequence

O 40% 178 K 7T 4% 37 B 2

O 60%HIT8 KA i 4 Ik 55 #5535 2

O BNBEHFHZEN60%, RNy
~10msecs

O total avg delay = Internet
delay + access delay + LAN D) @ i

s LAN

1) =)
delay =0.6*(~2.01secs) + = = -3
0.4*(~msecs) = ~ 1.2 secs

institutional
cache

O HIHREERS I SEIR IR B AR !
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2.2.6 %14 GET

RER AW RIEAF R REARTHHI?

0 web cachefE KL HIGETH
R PN E AT
If-modified-since:
<date>

O Server:

o BRI EICFEHT, R
LHRAEEX R
HTTP/1.0 304 Not
Modified

v BRI RA TR, WS
CHAE XS

o XT%WE&HTIHUT@KETM ?
» HTTPma R 4R S H HLast-
modified & #B4T

+ WebZ A7 %(5 B4 N 3|
if-modified-since & #i1T

cache

server

P —

HTTP request msg

If-modified-since:

<date>

—

HTTP response
HTTP/1.0
304 Not Modified

object
not

— modified

HTTP request msg

If-modified-since:

<date>

«—

HTTP response
HTTP/1.0 200 OK

<data>

T object
___modified
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sINgE

p

O FEEN EREANEE OHTTPIRS 482 oIk
%) #my LLIE A1), FIHcookiedd

URL ;i AR CAMRAEH FIRES
OHTTPEEATCPER: O ff HwebZe /71t =i
 JHFSEHTTP SR - LT JEE -
< FFEEHTTP <« f1 H 2kt get IR 15
BN R A
0% 5k H:
< FRICIH R/ M v
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9 fi ht tp J% web B A 1) 2 JE ik 45

O N AHTTPENI Wi AR ERE A ER. Tk
B2

O Ja R A A BN A ERE?

O N4 51 NcookieFi AR, & KAt 4 Il L 2

O N4 B AwebZB A7 AR, B SRAT 4 I/,
Qe e ?
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Chapter 2: outline

2.1 principles of network 2.5 P2P applications

applications 2.6 video streaming
2.2 Web and HTTP and content
%PN3E : File Transfer and distribution
FTP networks (CDNs)
2.3 electronic mail 2.7 socket programming
« SMTP, POP3, IMAP with UDP and TCP
2.4 DNS
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SCA AR AR

file transfer

local file
system

0 BRI SCfE

O PSRN -l
O RIS TCP

0 uld5: 21, 20

O BB FTP

FTP
server

remote file
system

< MR/ N A H (AN RARHTTPARFEAE R AL D
<« JEFEHOT, H P FTPA F AR S RS 28 22 H
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FTPH] AL

o x
~els

S §
o sz for s s s s,

wsma T e T [ ZEeAE ;

anaa
i dinl Mhaptert S0 gyt
v sos

2 O mage 88

2: Application Layer 46



ik 0 2 ) 47 1) 328 e AT e 3 i

O i IE$E
> @ﬁﬁﬁﬁ% 121, ’fgﬁgF TCP control connection
i A R Il 55 4 el port 21
o P AR B 2 B ﬂ%k
IETJ . E 1% il:# FTP TCP da;;riozngecﬂon FTP
lient
D i&?}%j@%ﬁ%: clien server
<« ff Fim 120, f&4 0

o BB A AR —
AR, RIETT SR
BRI AR
ZR
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eV skl PEEE£5

Passive
2=} RIT)
m iR open
Control 51 Control
l:] 2 1 /:%‘é: ’/ﬁ—j‘b process process
):' Data transfer Data transfer
process process
Client Server

a. Passive open by server

Active
> A
a EF 'fﬁﬁﬁ I] Control GZEFI)ZH 21 Control
Hj‘ D = 5\_ process process
j i% % Data transfer Data transfer
process process
Client Server

b. Active open by client



EAL R IERE (FEFAD

O &I i

Control
process

R 55 W REE 5R

Control
process

63000

0 F/EEHER B

Server
a. Passive open by client
PORT 63000
(;’:c‘;‘;i 62010 21 Contol
PORT iy 41l i i
nEgesmsn | |-

0 ARS5 a8 A5 1205
L A 1

b. Sending ephemeral port number to server
&
SLIESR

c. Active open by server

[m]

=

o >



AT I 3% e 5 R B e (1) (] L

0 Q: N AR EHER S RAEIER T

0 A: AIRBERIE 5/, LB G SEBL;
FEARAG SCAF R A h AT DA SE AT B A, fE
TGRS RE (%) mT BLBEIN 2 1E A4 4D

0 Q: Jtta S IR IERE I 5 sUAE RO A 4 2
0 A: FePFshaSEIE ST (AT IR & RIS/



FTPG:

O fEHTCPHM, MrZdsim 1521, 20
O K A2/ N AE BT 5
O 5 FH 5 25 TCPiZE 2
o BEIER: GRO2D « SEMRG LA
o BB (H020) ¢ R REBUE—AN ST,
L% 505558 0,50 4
m [ S
o A A T AR EERE, BIAE A RTE [ — %
P WAL A A /R A 2
o JAT AT S B T R AR — AN SO ?
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Chapter 2: outline

2.1 principles of network
applications

2.2 Web and HTTP

%PN3E : File Transfer and
FTP

2.3 electronic mail
% SMTP, POP3, IMAP

2.4 DNS

2.5 P2P applications

2.6 video streaming
and content
distribution
networks (CDNs)

2.7 socket programming
with UDP and TCP
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FEL IS 2 1 R

O R G HEF
O WL NIRRT : 27 - 55 e 2R
O ss: TCP
O = Pl
» LRI SMTP (i 11%525)
« WELEVT P POP3 (i 145110) , IMAP (
5 15143) , HTTP (it [15:80)
OSMTP. POP3. IMAPXKH 4 /MMNAZ H.
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2.3.1 BTl R4 ] otgoing

message queue

0 user mailbox

T I
ST = AN A LR &
alliParic: Gl
O AR 4 2 \5 WP sgent
O S A - ot | o
SMTP /
SMTP sl [
mail user
server agent
sl [N

0o000] | user

Ak |agent
user
agent
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H A

O Yk BUBL. [RIS HEAF4E

O REEESI A B A% 2
J R R 55 A%

O M AR H ECHE A

a "‘9%2}%%)634*i£§1:
»  Outlook, elm, Mozilla,
Thunderbird

outgoing

message queue

0 user mailbox

T &
user
agent
mail ”S;ér
server gen
00000 SN\TP i
gl [N
I server
SMTP agent
/DDDDD
ESAA-FP Tl
mail usen
server agent
T
0oooo

(7 [ ¥

user
agent

user
agent
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M A A 55 [ ovtoing

message queue

ATElk 0 user mailbox

o I R A 4
Eﬂfa TET )k mail ﬁﬂ r
:
- ﬁfas‘cigﬁuaﬂ Eﬁﬁz — SN‘T{ mail |
g ‘%[L—El A IK server USCI"
[ait]| |agent
o R REMTA: oM T - EEnn| s

criksnran LM M m
RGP, fx e/
Yfﬂﬂmt’:m?(%%%zrﬁ”? T
WGP, foRpficslgg 00000
SN :

agent
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L {EA4E

0 H1E4

Qﬁﬂgﬁmiﬂﬁ — MR B B — A SR
H

> BEAMBE R IC 1 ME— R H T B ARk

m CER 1051
< AN H R, B mailbox@computer
o WTE PRI BRI AR 88, 5 A P e A
PRIR 55 a5 1 44



] EA R A A% A 10 1 -- SM TP [REC 2821]

O HRAF e 55 2% 2 Tl AR R AR 2 77 - i 55 A 2
B RAB M EHPE AR S5 A (IR R RED
o [ 55 dee BB CE B IR R 55 4% (RO ACED
O SMTPEHITCPIM,  JR55 &3 1825
O RIE T ARNCOT I B IR 55 4 22 18] B4 A% S iR A
O SMTPR i & /i b 58 B, 5 3K
s 4T ASCIIA
o Wi IR AR AR T
O o HREE & R ASCITI A, RI7HZASCITHY (
BRI N TE S LT B T BE T
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Scenario: Alice sends message to Bob

1) Alicefi FH FH P A 2w 4 4) AlicelPJHE Ak 55 4% 5 Bob
WA, ik TR ik 55 28 T SL TCPiE
bob@someschool . edu ¥, RERIE AlicefTHB4E

2) Alicef) 1 AR FSARSC B) Bob ) S Al 55 25 44 HB A4
ROELE MR AR 54 (fif JUE AEBob M5 #

FSMTP) 6) Bobiiil A Ath 1 FH 7 A %)
3) MR B T R A 55 2% BEHR A
R IEFR ST B
il | @ o] ii . _{:'-:%;
s> ol
gent —@__ I /©/
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A AR BT B (1D

0 EE51EF:
» MTAK P 5EMTARR S #8750 1258 TCPi%#2 .
o RS AR RIE RS R L
@ BPURIEHELOWR L, FEAFRRED
o RS B B

MTA
client

220 service ready

HELO: deanza.edu

250 OK




ML IEPT B (2)

MAIL FROM: forouzan@deanza.edu

250 OK

Envelope

RCPT TO: sophie@net.edu

250 OK

DATA

354 start mail input

From: Behrouz Forouzan

To: Sophia Fegan

Date: 1/6/05

Subject: Network
Dear Ms. Fegan
We want to inform you that

Yours truly

Behrouz Forouzan
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B A ARk B B (3D

O 45 R AL
@ B FURIEQUIT T4
o RS A

+ BTN TCPIE R

MTA
client

MTA

server

QUIT
221 service closed




SMTP: final words

0 SMTPAEFH#F A 4%
« W PVE SR TCPIER: EARMm 2 MoC (FTP A &4
— A, HTTPRfEf— e X 50
> AT AR SR S R 5, TR S — A5k
g SC (SMTPHREA )

0 SMTP 55 aefti i “.7 Ronf e (FTP{E < H]
RN AT A AR, HT TP A K BRI R LS D

O SMTPERIR L (FRSLFISEM4D HAERHASCIII
A (HTTPLE KD
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2.3.2 M1 4R SO 5

0 RFC 8221 5€ 1 HE1F4i
s R header [N
0 ?&%m~%ﬁ%|@a/ g | ine
B, e
< To: body
« From:
< Subject:

0 SR BRI fif B
ASCIIZ45
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A48 4 B T JEASCIT A R S 2

O IAE ) B AR RER B d H el R e, B2k
UARER (wmEA)
< AEASCT T SCATE A I HE , 18 I3 H 20 % 460 ol 17 #
ASCIT XA

O AEASCITSCA IR SR 2 Bk B 2, FRE
%%E"J M40 8 (i JPEG T O s 4 i) SR
L
o TP BRSO E R R



Baseb64 ity

O Base64 ¥ —A b fil =151, F# i HASCTT
AT B R O SO
0 &F24 b RF s X1 2 A6 ELRE I BT, BN R OGREY
J—DASCTT AT, HRXFMN KRN :
s 0~254mRL K ‘A’ ~ ‘7’
s 26~51migp ‘a’ ~ ‘2’
& 52~B14miLEL ‘07 ~ ‘9’
w 62F63 7 Mgk ‘+ 1 ¢ /7
« Aa—H A HSHAGE 6, aalintl ‘==" 1
‘=" R4t

o [ ZEMHAT 20, 7] DU AE AR AT 37




Baseb64 4w id 7<)

Non-ASCII

data | 11001100 | 10000001 | 00111001

I

Base 64
converter

]

110011 | 001000 | 000100 | 111001
(1) 8) (4) (57)

z I/ E\ 5
[ 01111010 | 01001001 | 01000101 | 00110101 |

ASCII
data




quoted-printableihs

0 3& H T4 5B 3 B ARASCT I 5 IR SCs2qk, Higm
W7 vk
o FEANASCTT PR AR AR
o SPFARASCITF A (KT L1277 » KiZ TR+
FS I F R AN ASCI I FFbRic, A1 T ek AR IR 2 15

“K_»



quoted-printablewtd =l

Mixed ASCII and

non-ASCII data

00100110 | 01001100 | 10011101 | 00111001 | 01001011
& L Non-ASCII 9 K
00100110 | 01001100 | 00111101 | 00111001 | 01000100 | 00111001 | 01001011
& L 5 9 D 9 K

ASCII data




2 I RS I S 3™ JE 0 I MIME

0 §7J€ TRFC 822, FeiFSEtk A AFIMEERRA,
FHHAE T AEASCIISUAAE BAEAL SN 1 48— G e
Fiy

O 978 —SEHIT, REZENLE:

+ Content-Transfer-Encoding: SXAKHIM)
L TETLEYIZE0
<+ Content-Type: SEAR R R SR 1R



MIMEH % [RFC 2045, 2056]

MIME version

method used \

to encode data

multimedia data
type, subtype,

From: alice@crepes.fr

To: bob@hamburger.edu

Subject: Picture of yummy crepe.
' MIME-Version: 1.0
FContent-Transfer-Encoding: baseé64
>Content-Type: image/jpeg

parameter declaration /

encoded data
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2.3.3 17 1]

0 #RAFDT 1) 7 3
« . B ERE RO S s B, ERERAEARSS A BB
AT AN WA R o R 1] 13 B
« AR M ES i B2 F P AREE,  SRIBUR B 52 s

T Q: AP P R A 2
O A . HIP SRR - ELELE AR

0 Q: FIFAREL A SMTP MM IR 55 25 SR H I e 2

0 A: AfE, SMTPZ—AMHE" I, R BERBEAE A AR
AR B ILARAE IR S5 &5, BN ACIE T WA IR 55 d ik 2
e N HISAPF Hi 55 4%

O TS it —E PR 55 28 SR IR 1
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IS A ) PP B B A At

user Hl‘ aCCess [ cep (;_:;f.':_s‘f
agent [T pr‘oTocol agent| 4
ooooo Joooo

sender’'s mail receiver's mail
server server

O ERA KA R POER I TR L2 — A SMTPR 5 4%, N
W 3B — AN K AfE R

O BB BFEREOE RIS N K AfEHE

O 5 BB A MK ALE A8 SR IR

O ik, K AER I THEHLL AU AT AR S5 2R
+ SMTPHSS a8 WA B, RESCE0 R TN A5 4
o BRAFUT IR IR S % Fo VR A A6 o SR IR



M 177 (] PR

CIRYYNI S =/ E LRI NV EER
3 POP: Post Office Protocol [RFC 1939]
+ authorization (agent <-->server) and download

3 IMAP: Internet Mail Access Protocol [RFC
1730]

« more features (more complex)
< manipulation of stored msgs on server

3 HTTP: gmail, Hotmail, Yahoo! Mail, etc.
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POP3 protocol

INUEAI R AL BT B ——
0 &/ wms

+ user: declare username

+ pass: password
O R5Ss A 0e B

% +OK

< —ERR
%“Bﬁﬁﬁ —
) ?%F' i 4

list: list message numbers

+ retr: refrieve message by
number

» dele: delete
» quit

|moommonmmnmmmn||f?9?}f?f{’|

+OK POP3 server ready
user bob

+0OK

pass hungry

+OK user successfully logged on

list
1 4098
2 912

retr 1
<message 1 contents>

dele 1
retr 2
<message 2 contents>

dele 2
quit
+OK POP3 server signing off
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POP3 (more) and IMAP

More about POP3 IMAP
O W— A TFAE T O FrA WA DR A AE R 55 25 |

“download and delete” O FCVFHI K HRAF A Z4E 3L
pist, e gy fRREO

TV -3 B HIs A4 0 fﬁgﬁﬁ)j?fI#%ZIEﬂ@
0 "Download-and-keep” 2l

A 2] 4 S O B 7 A
e
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3 FwebHHEFVT A : HTTP

O AR D95 3d vl .

o RCEMBAE D) B A HTTPTJJ\D‘(#% M A2 25 326 28] S
PEHR S5 4%

o SREUIBAE: 0 S35 FH T TP LA R B 1
o FEEISOE: WP ARG 85 2 100518 F SM TP i ey
I8
O FIIMAP—#F, FH 7 Al DIFEIZ R AR 55 4% 1 FH 3C
SRR AL LA R F




EDANC DR [ R ISP 2% 0 ) 2L e

O AR

O MEPF AR 55 4%

O & B IR AL T P i SMTP

O M7 19 B (POP3, IMAP, HTTP)




sINgE

O BT R4AR:
o AN RGER 2y
9 SMTPEM:
o EHTCPYMIL, MR
w1525
o “HE” UM BB
e H PS4
< A2/ N AE BT 2
< (5 H R Ay
ASCII A

O MIMEWHMX:
« RVHEMRAEIE
ASCIT A
o FUE L mts A,
A E
O M B AT I AR
o WREERCIH: WREE MK
BRI PS5
< WREEUsR: WAE A
M PEFEIR (D) B
iligEs
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HEHTTP. FTP. SMTPi& it EHIA[F]

O HTTP. FTP. SMTP¥JR2ETCPER: HAE i, (HRE it
A A

O {8 AR AOERE AR A TS
« HTTPRI{E 2k TCPIER: BRSNS, SMTPHR] UAR 442 1SS
P, FTP R — A3 fF

O SR A R EIAR L :
< HTTPAE KSR /R SC S TP G e R n SCR 4 R,
SMTP f ] “.” TR LR

O SN RESK
« SMTPELR IR R &R BAASCIT A, FTPAIHTTP I K

O % -MRss a7 5
+ HTTPRARSCASH, SMTPRIFTPR iy 4/ M. A2 .




Chapter 2: outline

2.1 principles of network
applications

2.2 Web and HTTP

%PN3E : File Transfer and
FTP

2.3 electronic mail
< SMTP, POP3, IMAP

2.4 DNS

2.5 P2P applications

2.6 video streaming
and content
distribution
networks (CDNs)

2.7 socket programming
with UDP and TCP

Application Layer
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DNS: Domain Name System

0 I%%I—JEEHL—WE%*TL,\ 0 DNSSLHLy—ANBLH J2 i 55«
» IPHiE (32 bit) - Hifl < R 4 8 A P A A 55
A4t o PTG B

+ 45, W www.yahoo.com o fEHIRS
- AL, fEFicte « EBEFIUDP, A (L
TCP
0 Q: dnfiEft L4 2ITP » Wi 1553
ol A2 o TR/ AR SCAE

O BRI H ik 55 DNS:
< R LA W B TP hE
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2.4.1 DNSIRBtHIARSS

O EHLA-IPHLHE 4 O A A 55 4% ) 44 -

O EHLA 4 <« FUVRE A A R B il

o RYFENLBR T M4 95 i 13 44
yh, BB —AEEZA @ Ul: xxx@ustc. edu. cn
s (e
www. ustc. edu. cn O AT :

@ PR LA 4 BHE s FUVF—E WA KR
2 B —H IPHbHE

o TRIBS A EEEL < PR 55 1E RAE—FEAH R )
FEHLA AE IR 55 4% 2 18] 43 Fic
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2.4.2 DNS T{EHLHE
¥ L4 FRTP R

O MR CnMEes HH-—AA e

Hafpl B CREbias) . ENLAENS d%_ﬂ

Bz — A&k
RO, BEEE R LA

O fEHT 170 W9 25 IR DNS AR 95 4 3% Wrm

O3 AR SR L 5 TP M R0 4 S g

D%ﬁ%%ﬁﬂm RN E G

{XJ ! V‘ AHIDNS

xR AR S, DNSZ—A4
R ERE RSB E T
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DNSE— 1Mo A EURE

Q: Attt AAEHEH UKIDNS?

0 H R

O LT : HADNSHRIT &S AL # 4 A il
O g NP T 3 B 2 ) 4 mh e )

O o BEYES P K 10

A: Doesn’t scale!
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AT A AL ) 44 74 (]

QR LE oA AR5 N G B 7 R ?

O DNSAEF 44 735 [H R ERS T 5 44«
o ATERREBNENSFOMKE, SRS T 6% 2R
o MR, BIRHOIBER 200 S AR, AN TR T 4455 T4, Mk et
o EMATRADE MGG

‘ Generic | ’ Countries —

int com edu gov mil org net p us
. 75 7% %,

sun }als\ }CQ\ ieee alc clo oce vu
eng cs eng jack il keio  nec
ai linda cs csl flits fluit

robot pc24



I 44

0 1 (domain) :
o R, DT — AN 5O R ) 7R i — ANk
a #ric (label) -
o W ERE—ANEEE MRl (RE63MNFERT) , FHRIARD
R
0 144 (domain name) :

@ N4 TR WAZIT UG A - BRI R 51,
PR I8 A R TT CRALE SR BOt AL 10 52D

O WAKE et — Mk, B MR ARENLERA
TR 4842 Jim 45
0 B RRR/RIERETH REREAES
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T2 35
O TR N IR [ FIRAN [ 7] 5k = Fof

Root

2| A Ry

Q
@]
<}
c
g




ZH 2
e 2 5 ] P T — 2 2L 0 7

Root level

_@@@@




e

AP A R R AR, AN B SO0 R — A




O T84 Jarpa, FRFE— N IPHL
BEWRSS D9 WAL, R )k 42 i
Frie v 1 W

0 DNSH#AME T —AN [ fal figdfr ikin-
addr.arpa:

O ARAEHT AV IPH bEF R I 44 — R —
A, BT, IPHBRE132.34.45.1213%
7NN 121.45.34.132.in-addr.arpa

O BLXAFRE A S EO b
0 HBEEE RN A CHIDNSHR S =
SEAAH S TPHHE IR S 5] i A IR 55

Root level

Inverse domain

0 121.45.34.132.in-addr.arpa. |

Index to names
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dok 44 B 55 2 I AL R IK

Root DNS Servers

com DNS servers org DNS servers edu DNS servers
. pbs.org poly.edu umass.edu
yanoo.com amazon.com DNS servers DNS serversDNS servers

DNS servers DNS servers

72 P AR A E www.amazon.com 1 TP :
0 DNSE P B RS 25, 152 comif ) DNSHK 55 75 Hiu kit

7 DNSZE F & iflcomi IDNS /R %5 2%, 75 Famazon.comi®,
FIDNS AR 55 25 i hit:

0 DNS% /" £ ifjamazon.comi® I DNS R 55 25, 153
www.amazon.com [ TPk
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AR 42k 44 ik 55 2%

0 RIS MRS & (R MRIRSS 452 — MRS a6 A)
O HRAR 55 4 RITE T AT TR I8 R 55 2% (U TP ik

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also LA)
d U Maryland College Park, MD k RIPE London (also 16 other locations)

g US DoD Vienna, VA

h ARL Aberdeen, MD i Autonomica, Stockholm (plus

j Verisign, (21 Iocauons) 28 other locations)
m WIDE Tokyo (also Seoul,
Paris, SF)

e NASA Mt View, CA
f Internet Software C. Palo Alto,
CA (and 36 other locations)

13 root name
servers worldwide

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA

93
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TR Ik 55 4, BUBUIR 55 2%

O T2l 3k (Top Level Domain, TLD) 454
< B TLDAR S5 a0 51— T
< RUEH A 207 B4 ik 55 4 1 3t bk

O AU DNS AR 55 25
< HUAIIDNSAR 55 2%, SR AL P R 25 25 1 44 - i i
o RN EWARS A — DA MBI RS A
< AN 4EY, W] RICISPHEY
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A Hi DNS Ik 55 i

O A% K U, AHDNSHR %5 4 A B T DNSHk 55 % 1
JE R4 H

O FANISPHVA — G A HIDNSIR 55 a4, AR “ERIA
FIDNSHR 55 #& 7

O fEdT 2% I DNSE IR S SEbp 1R IE 45 A DNS
55 A%

0 A HIDNSHR 55 a5 &5 RERIEH, MITKDNSE
WHRSCKIXZIDNSZ IR Gl JRR B R4 R IR
(] 25 e T 45
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el A2 g AT 45

A cis.poly.edu L1 )—&
FHLRESNIE
gaia.cs.umass.eduf]
IPHbk

IEACE )

O B E ARSI IR S5 2%
B —A AW
5 sk iR Bl 45 B

0 “I don't know this

name, but ask this
server"

root DNS server

2
/ TLD DNS server

t1
local DNS serve
dns.polT.edu

authoritative DNS server
dns.umass.edu

requesting host
cis.poly.edu

gaia.cs.umass.edu
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Sek A R b B 4] root DNS

server

13 U 25 1)
O puts burden of name /
resolution on @ - 6

contacted name TLD DNS
server : server
|
O BRI R A, 100G DNS server 5| 4
o I - A 1m8
< fRNTAS: BIHEW
* ZIK%HJ,DNSEE’(%%%: N @ authoritative DNS server
i dns.umass.edu

requesting host

0 AMDNSI S ff7  cispolyedu i

E’ {f?%"DNSXﬂL{ﬁﬁ gaia.cs.umass.edu
Praskivig — M ERET
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DNS zone

0 B/ DNSE =AML ok — LA ESHIXIE, FRIIDNS
zone, T zoneBEFHAMI—EBS .
0 AESE L, 51 DNS zonefSE—MUEIHAGHR.

‘ Generic | | Countries —




P AR 55 4% 12K

O —IBER S A5 ORAF (K45 B AT REDS KA 2= (8 105 )=, Bl
G (e 4] % = R N (2 0 1 R = . A B 42 S
55 %

O SERRIYIHE IR 55 & 102 05 38044 23 18] (R Z 3R IRAN R

Root

Zone

Domain

Zone and
domain

= o>



DNSZE 1

O &2 E AR S, DNSHR 55 SR i S Ak
IHE B R AFAE A

0 DNSHR ST #% 1 Ja it FH 2247 7 145 S5 i B &5 i oK

0 DNSZE A H [ 7 — 5 I 8] J5 4 5 57

O %5, AHIDNSHR S 2818 % 2= 22 A7 TLD AR 55 %8 1
IPsbhl, DRITIAR /D25 I AR R 5% 2%
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2.4.3 DNS Tt 5%

DNSH MR v A vtdiic sk (RRY Y704 s e
RR format: (name, type, ttl, value)

O Type=A 0 Type=CNAME
« Name: FTHL% « Name: 54
< Value: IPHitit + Value: iz
0 Type=NS 0 Type=MX
+ Name: % (e.g. + Name: 1#(e.g. foo.com)
foo.com) < Value: 1Z38 B4R 55
« value: ZIHIBLE ma T
DNS/ %% 11 EHL 4
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DNS# s e N 25 7~ 45

; Authoritative data for cs.vu.nl

cs.vu.nl. 86400 IN SOA star boss (952771,7200,7200,2419200,86400)
cs.vu.nl. 86400 IN TXT "Divisie Wiskunde en Informatica."
cs.vu.nl. 86400 IN TXT "Vrije Universiteit Amsterdam."
cs.vu.nl. 86400 IN MX 1 zephyr.cs.vu.nl.
cs.vu.nl. 86400 IN MX 2 top.cs.vu.nl.
flits.cs.vu.nl. 86400 IN HINFO  Sun Unix
flits.cs.vu.nl. 86400 IN A 130.37.16.112
flits.cs.vu.nl. 86400 IN A 192.31.231.165
flits.cs.vu.nl. 86400 IN MX 1 flits.cs.vu.nl.
flits.cs.vu.nl. 86400 IN MX 2 zephyr.cs.vu.nl.
flits.cs.vu.nl. 86400 IN MX 3 top.cs.vu.nl.
www.cs.vu.nl. 86400 IN CNAME star.cs.vu.nl
ftp.cs.vu.nl. 86400 IN CNAME zephyr.cs.vu.nl
rowboat IN A 130.37.56.201
IN MX 1 rowboat
IN MX 2 zephyr

IN HINFO  Sun Unix

little-sister IN A 130.37.62.23
IN HINFO  Mac MacOS

laserjet IN A 192.31.231.216
IN HINFO "HP Laserjet IlISi" Proprietary



2.4.4 DNSTHHY, 3T

DNS B 5 SC T A AT R R SC, 2 A i R 8 A
AH R4 SCA% 2

?&v % identification flags T

0 idenﬁﬁcaﬁon; 16 b”- # number of questions number of answer RRs 12 bytes
fOf‘ quer‘y, reply to quer‘y number of authority RRs | number of additional RRs J_
uses same #

0 flags:

+ query or reply

« recursion desired (q)
+ recursion available (r)
+ reply is authoritative

2: Application Layer 103
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DNS#MY, 3L

identification flags
Name, TYPG flelds number of questions number of answer RRs 12 bytes
for a query
number of authority RRs | number of additional RRs
RRs in response
to query

records for
authoritative servers

additional “helpful”
info that may be used
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DS ST 35f 2

0 DNSFEZA{FFHUDP, HHEHTCP, RS2
BN 4R 3253
o YRR S N TB12 5, {8 I UDP
o NS R BRI D127, {3 F TCP
o T S S N R R AR SO R B, S g
UDP; M S5 SC K Bt 5125715, IR 45 e
WX MRS, BDNSHR S H I TChRE 9L f#HT
FEFEHTIFTCPE R, JEE /MR, LUEMRE5E
B
0 &%. N4 DNSEE# FHUDP?




{EDNS i A\ BE L oK

0 example: new startup "Network Utopia”

O[3 DNSTE ML T 5 44 * networkutopia.com”
o IRMAUBIDNS IR %5 #8 (FIRA MRS5S, HEIRA RSS2
¥4 - H TPk
o KRB A IR ST A%, EMHLAAE com TLD 55 & rh i
AWK TIRIL R, 0.
(networkutopia.com, dnsl.networkutopia.com, NS)
(dnsl.networkutopia.com, 212.212.212.1, A)

O FEAUBDNSHR S35, il 2
+ S Twww.networkuptopia.comf] Type Al

+ g3rnetworkutopia.comi® Type MXicsk, LA AHRIHEA:
IR 55 # H ATL %
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DNS [ %2 4 1] /it

O 7 58 _EEORIIW N H, 3 EEH R AR Ik 55 2%
% B 51 AR R
« 20164F10A22 H, /3% 1 ZDNSH:Z i Dynit i
S E ™ EDDoSHH, KA S [ (1) F 7 A AR T Y

O EFER] ARk S5 A%, WERUIER] - HERM .

» WEAIPVAR M S 4%, (HA2 ¥ 1 IPvOrR ARk 55 %%
O HEBEETFB: DNSZFH#E:, DNSHKSE
O 187 W 2 38 55 A HI DN SSE L 7 A1 5 C&CHk

55 w815
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sNGE

-—

O DNS
o PP T — IR B IR 4 AL Tk
e SEHL T — A HH DNS R 45 28 4 B fr 29 A1 = e
o PRAL T AR AL B I N 2 Y
O 4RSS PR E IR GE2EEIR, WEETO
0 DNSHRSS 8 FH 7
<« [ A HEDNSAREE () —ANRPC i ]
w BRI AW T R
a DNSW}Q‘(
<« EEFFHUDP, Bl LIEHTCP, %5115 1853
o FRICIE R /) A2 H.
1 DNSZ 17
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Chapter 2: outline

2.1 principles of network 2.5 P2P applications

applications 2.6 video streaming
2.2 Web and HTTP and content
%PN3E : File Transfer and distribution
FTP networks (CDNs)
2.3 electronic mail 2.7 socket programming
« SMTP, POP3, IMAP with UDP and TCP
2.4 DNS
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P2P L=

— > LR 8 A5

0 AlicefE I AR O SCfFMBobFIPCHL T %k
IZ4TP2P& N FH F| AliceftJ 10 A H fivg

O B TSPEEFIFERM - O MAlice \BobJPCHL T

| ‘EEE‘R%#/—'EFH \\H J-uden %—P:‘A—Hﬂ‘y ;H;’f@ﬂq)ﬂﬂ‘ﬁEM‘
R AR ey Alicelf) 102 B i T 4%

0 P2P7 B LA
WO DL Sl O AliceffaP2Pr IR FEL

=N =
O Aliceit FH A1 — Xt T&l[%ﬁﬁ’?%fbhlﬁ%%

2757, HinBob
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P2PL H 28 H: e =\ H 5% %

%—‘/I\Pzpj/ﬁ:;:gg‘ﬂﬁ% centralized
NGPST@I" E(] .‘L)'XL_H_ . directory server

D #A0ET 5 Eh A E
SRS ARERE, .
« H ORI IPHibE
« A DALER
2) Alice& itk i "Hey Jude”
3) Alice \Bob N %k & & U



P2P: &= i 5 H SR ] et

0 R

0 H 3 HRS58% SO PEREL

O R L 5 o
/NIPSES

file transfer is

decentralized, but
locating content is
highly centralized




P2PI 28 Hey: A2

Gnutella overlay network: graph
O 540 A O WERNETXSYZ 647
o WAHE RS F—4TCPiER:, e
m /NS S RIS 2z (A — 414
0 HFZ6nutella%s ) ik O FT A iR A 25 A,
T AT L, R
MNE M (overlay
net)

0 4. BB
0 —/MAEEJ7E A < 10
A7 75 AR =



Gnutella: XHE 7 I

1L HUMARIXEETT Alice b AUTEGnutella™ I & B & 5%t
7 —AMEEN ETT IR PR E D
2. Alicek i Fg ik 512 o (045 )5 2218 ST TCPiE 12
3. W Alice AN 55 WAL fE K IEPingHh SC; B4R
Ja Tea) Al ) 78 15 X 40 S e K Ping i 3 ...,
0 W HIPing ik LI J7 5] Alice & i%Pong i 3T

4. Alicelt 2|V ZPongtl 3¢, My ] LS. B 2 1 TCPE
%




Gnutella: protocol

File transfer:

O &l ECER HTTP
TCPER: bR%
Query message

m R VEIERSY PO RS
77 1) FL AR e e
AR

0 HWNERXET
& [FlQueryHit

Query
QueryHit

Scalability:

limited scope
flooding




P2PN K. R IR 78 25 /Y

TR H A R
Z |A]

0 4\7(%%7732%—4\%2&%
& (group leader) , ;&
ME?%/\%J)KW YIRS
o BB RS B R

) g S TCP 42
o FELGERIL T R AL TCP i
Tﬁ @  ordinary peer

D té&"p IJ—:I‘%DL Fﬁﬁ}\}\)%jﬁ‘ . group-leader peer

IR NESIR e ey e




LU e 7 - A 55 2 AP2P 2 )

Question : F 3CIF M — G Bk 55 %70 K BI2% H FIN
AN, FE /DA ?

ug RS B S
U B | AR

[m] [ = = = o>



B ] = R 55 s B B SCAE 90 I B (]

0 fRik:

Ser‘ver
< TSR N BE B
= BRZ BRI Y L AL R | d; / 0, |
B 98 AR T R LA
O 55 A H A OEN A3 dy Nammmm‘ .
FEFE UL, FERTNF/ug @T abundant bandwidth) .
O % i NESIERF/ T .
I/T/:F ¢ ° o . [ ]
WA 55

N NP R ClCS >= max { NF/US, F/min(id,.)}

increases linearly in N
(for large N)




P2P 24 ) SCAE 53 B[R]

O BB 5L % A AR 1 — A Ser‘ver

AL, FERF/u, iﬂz&

m /I\EF@/'\%%H#F/di

FWI# Network (with

MIENF bits W20 1E N 2% @<d:’ abeurmilr;lf(:a:dwid'rh) ‘
EP%&’L% R & i 1 " ) .
fe 590 U + Zu, .

dpop = max { F/u,, F/min(d,)l_, NF/(u +'—21:#i)}




I3 I ][] B A

0 Fik:

@ B AL TR U,
F/u=1 hour, us=10u,
dminsus (1 EGHE R A E
)

O B -IRSS A4
o 43 R TR BENZE 14 386 K
a PZP;JI@F/Q

@ BN RIS 2N T
B - A 4E R

o MTAEERIN, H/hg
SR B A /N T 1N

Minimum Distribution Time

35

3

25

2

15

1

05

0

= P2P
| |-e Client-Server

N

o

-

o

o

T ——

0
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N
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P2PZ %% >]: BitTorrent

Torrent GEJR) :

tracker: PRI\
BREF LA A X 4 ;};\Eﬁ;{gg%ég
\@

i %ﬁbn)\ﬁiﬁ

2?:;2:? MR ER AR, 3RS
— AN EE T BI R
S A F1) 2 Hh 0] 45
J5 @S TCP%E B2
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BitTorrent (#fif)

O SR K 256 KB B
O TN G S e, EpEE

I 1) ) S 25 B 2 @ﬁ%ﬁg
O WA E SR RN, it

Oyl e
O %75 ] LAEh A 0N BR B T A 4
O — BT 3RE T BN S, BT

ERAHL) BIOF, tmTbl (ERMD HE

R, R R AL S
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BitTorrent (#:1E)

Pulling Chunks Sending Chunks: tit-for-tat

O AR ERZ], AR O Aliceld =i A H L Kl
X ST IS AN R (1 gl RIRIIAANEESE, Wi BLARAT]

T4 EAE/ET N
O R, S (i O GIRI0R, EHIFA AL
Alice) 44T JE A A1 BB bR 4440
P SRS 0 1FFE30%, BENLIEE S —A
I Alice 4B R by AT (WiBob) MIRILIAR
Hdm « Alice ] &Ryl Bob L35
» BFE: ok pemappEL
A0S o L B b + Bobth AT AL A Alice -4
flO $ 8 e B4 2 —
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Chapter 2: outline

2.1 principles of network
applications

2.2 Web and HTTP

%PN3E : File Transfer and
FTP
2.3 electronic mail
< SMTP, POP3, IMAP

2.4 DNS

2.5 P2P applications

2.6 video streaming
and content
distribution
networks (CDNs)

2.7 socket programming
with UDP and TCP
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HEATAL AN N 7 77 I [ 25%

= AT LR R R X A e ) A
« 20154F, Netflixf1YouTubes I (" Tube
THEBISPIHRER) 37%M16%

. H K101 ouTubefH . 750077
NetflixH /-~
o PRER—: WA RERE L FF10MCH 2 nuiuvu
o GRS SR T 4T Q umss
o PR LIRS ¥

o JE P BIRAE AR E, B, fEH @k _
L BT I, T T B O S
o R R SRR oA 2R R R
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spatial coding example: instead
(VI d eo ) E’] *EE of sending N values of same
IS color (all purple), send only two
values: color value (purple) and

number of repeated values (N)

EI

MU DA 5 TR R
RILGZIE

« telnn, 24MWi/Fp
O BB R —ME RS
o MG R ALy
RFIR
P45 4 R 5 A FH PR P
I P 7 2 R o ) T 3% SR 9
5 BT ) LURE R

frame i

a

temporal coding example:

< _T_ZIETJ )‘[J%. [I]D'i Ij\] instead of sending
X N complete frame at i+1,
o A4 Mifa] ?rzrrﬁieoinly differences from frame i+1
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. 1E N — spatial (_:oding example: instead
I—I 7 ﬁé = ﬁ PP RS of sending N values of same
color (all purple), send only two
values: color value (purple) and
number of repeated values (N)

= CBR: (constant bit rate):
= PRIDEEEE

= VBR: (variable bit rate):
= JRIEREA

= RO

« MPEG | (CD-ROM) 1.5 frame i
Mbps
* MPEG2 (DVD) 3-6 MbpS temporal coding example:
- MPEGH4 (often used in  complete frame atis1,
send only differences from .
Internet, < | Mbps) frame i frame i+1

Application Layer 2
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LA AF A A > Tia] (1) S8

_/I\%EE,‘];&EI)_IL,

O e

video server
(stored video)

-

client

 AUREA—TEEXH, REE - TN ARASMEMEAEES

HTTPERSS 25 Hih. RS, BoR
» RE[BEEFFEIUTCPERE, & = O AAEEFERERNTED
A3 R
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a2 Gk DASH

0 DASH: Dynamic, Adaptive Streaming over HTTP

0 AR5 4%
< A SRR Ay Bl N R
o AL R 3 S R
& SLIHHRRRERGEURL
0 %
o B BRI B 3 R 55 2% ) PR 48
o BT, BRKIER— B
o JEBEYET TE ] SRR BORED R
o AR Z) A PLE A R D 3 A B
0 B umheis “&aeih” #ie:
o M ARHEE R GEREFAA BB D
@ IHRAT AR AERE (RIS L aT s B AR &)
o [YEE R (BE P il B G e i URL)
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An R N i AR a4 [ P 2 (1) KB T 2

FEL AN ERRS A AT
< B T
< LA 2E A
<« i PRI R K, B2 ANISP, ?ﬁuufﬁi
<« [A]— SR B RS DA 2 NS DL, IR R

Jrik2: AEME By AT 2 Al AR AR RS (CDN):
+ enter deep: ¥5CONRFZHRNE BIREZAM S, FE1TH]
* Akamaifffl 5170013 £

+ bring home: ¥/b & (JLH4) BORHIERAE RS A MK
POP}:

+ Limelight % f it

Application Layer <~
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NE 5 AM2 (CDN)

= EZ N CDNE R EEREEN
= FAFMCDNERAR:
» FPESRARE MBI R B B, KRR
« B FEIBER, TRTRESERAEER

manifest filé
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CODNRHZEJihl: a closer look

Bob (client) M http://video.netcinema.com/6Y7B23ViERNSA
“MARAETE KingCDN.comiEi i — & RSS3 L

-

-

1‘
1. BobMnetcinema. comff] ¥ 7T < *’
3 B AR AIURL o
http://video. netcinema. com/B
Y7B23V

2. BITBob it A HIDNS Ik 55 7%

fiZ#Tvideo.netcinema.com

=h Bob b
D&%ﬁﬁ

6. JEJIHTTPM
KINGCDNHE%
1ERBT

/

R [E]King CDN 3z
105 kingcdn.com 0

485. &) KingCONHIALBIDNS AR 5% 25 2
#T a1105 kingcdn.com, 15 Ellrﬁﬂ‘}ﬁﬂ']
KInCDNﬂE %ﬁﬂ']lpﬂi’.
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Case study: Netflix

copies of
versions of
CDN servers

Netflix registration,
accounting servers

3. Manifest file

| 2. Bob browses| | returned for

Netflix video (2) € )requested video

1. Bob manages
Netflix account

2 4.DASH
o streaming
=

Appllcatlon Layer
[=] = = =
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Chapter 2: outline

2.1 principles of network 2.5 P2P applications

applications 2.6 video streaming
2.2 Web and HTTP and content
%PN3E : File Transfer and distribution
FTP networks (CDNs)
2.3 electronic mail 2.7 socket programming
« SMTP, POP3, IMAP with UDP and TCP
2.4 DNS
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BRI

0 QIR MR, /2
= JE-NESEF. RS SRER
o B ORI S5 s T LM B R . R
0 EEF NAHENEREZ BN

application

o —

| socket

application

=

controlled by
app developer

controlled

Internet

‘ by OS

g

\g;;éé;>

=
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Socket API

0 19814:7EBSD UNIX 4.14 5| N, MEHANRE
DRV R e R s 42 11

O N G AR =

O R % IR S5 A

0 MBS socket APTR] LA I P Fb A% i ik 55

« AAEE R EAE IR . HUDP MM SE B
AR RARSS . HTCPIMCSLE
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AT BE— 4 hy BIF

LB R T R, R
RS 2

o IR BB, NS TR RS T

IS

£
5. RS A B BUR MR R IE 4 %
o BB YR R, R R R
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2.7.1 UDPEEFIRIE

server (running on serverIP) client
5 fEER Y
1EN Fx F A EE T clientSocket
serverSocket

H Serl'ver'IP v H x 1) 5 UDPHR ¢

l / x5 clientSocket
MserverSocket

BEUDPHR 3L

SUDPHIRARICE] __ MclientSocket
serverSocket FUDPHR X

X HclientSocket

Application 2-
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Example app: UDP server

Python UDPServer

from socket import *
serverPort = 12000
create UDP socket—, serverSocket = socket(AF_INET, SOCK_DGRAM)

bind socket to local port | gppyeprSocket.bind(('', serverPort))

include Python's socket
library

number 12000
print “The server is ready to receive"
loop while 1:
forever )
Read from UDPsocket | message, clientAddress = serverSocket.recvfrom(2048)
into message, getting o
client's address (client IP modifiedMessage = message.upper()
and port)

send upper case string—— serverSocket.sendto(modifiedMessage, clientAddress)
back to this client

Application Layer — 2-
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Example app: UDP client

Python UDPClient

include Python's socket from socket impor“r *

library
serverName = 'hosthame’
serverPort = 12000
§2ﬁ3£_ﬁ UDPsocket for ___, clientSocket = socket(socket. AF_INET,
get user keyboard socket.SOCK_DGRAM)
input message = raw_input('Input lowercase sentence:’)

Attach server name, port .
to message; send into—— ClientSocket.sendto(message (serverName, serverPort))

socket P
read reply characters —» modifiedMessage, serverAddress =

from
socket into string clientSocket.recvfrom(2048)

print out received string—s print modifiedMessage
and close socket .
clientSocket.close()

Application Layer — 2-
1460



2.7.2 TCPER 7 4mts

O WK TCPIERAMR BE — X B Z [ — S df A0
<« RIAEN TCPHS ELRIA 7 1 P S WETE I — i (BT
YN
« WORTCPINETER) 73— (B8 Bl 7 51
« EEETEmMN T IAER, HRFP?

B il

| controlled by
socket
TCP with
buffers,
variables

I application
developer
host or

socke
TCP with | controlled by
server

B L P 4 I

1A 2R il buffers,| | operating

variables| | system

host or
server
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BRESREAZITEEFRSES

O AR5 HEREAE VG 4 7
ERER R HERE R

0 &R R EIEEN, 4
#ENESERT, Sk
S5 B RS -

« R, 2
TCPII IR 55 45 TCP 1%
EREAT PN

0 IRS5 AR G — NI &
B REZERT) M—
B SS AR, SR
BEREIEAE

O ARS5a% HERR o] SXGH E4% 7
Estito =t
= FOVFAR 55 % RN iR 55 %

N

O BPIRSS AR, Iss et

BOARE, RHNERELT

2: Application Layer 142



) -Hros AR H: TCP

Server (running on hostid)

FES LI - B R RO Client
welcomeSocket = BIEA M E R 7
ServerSocket() clientSocket = Socket()
. TCP \ . _
SEIERE R necTion setup ZEH2%) hostid, port=x
connectionSocket =

welcomeSocket.accept()
MconnectionSocket / %iﬁgghzgggket
e 25 R 7 g

ST
connectionSocket T MclientSocketi i v

X HMconnectionSocket 3 FiclientSocket
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Example app: TCP server

Python TCPServer

from socket import *
create TCP welcoming serverPort = 12000
socket — serverSocket = socket(AF_INET,SOCK_STREAM)
o serverSocket.bind((",serverPort))

server begins listening .
for incoming TcP —~ serverSocket.listen(1)
requests print ‘The server is ready to receive’

loop . .

forever while 1:
server waits on accept()

for incoming requests, new connectionSocket, addr = serverSocket.accept()
socket created on return

read bytes from socket . Sentence = connectionSocket.recv(1024)
S’g;)"“ address as in capitalizedSentence = sentence.upper()

close connection to this——— connectionSocket.send(capitalizedSentence)
client (but not welcoming i
socket) connectionSocket.close()
Application Layer — 2-
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Example app:TCP client

Python TCPClient

from socket import *
serverName = 'servername’
create TCP socket for serverPort = 12000
e remoteport . clientSocket = sockeT(AF_INET,)
clientSocket.connect((serverName,serverPort))
sentence = raw_input('Input lowercase sentence:’)
E;C:fi::‘;*;g:r ——clientSocket.send(sentence)
modifiedSentence = clientSocket.recv(1024)
print ‘From Server:’, modifiedSentence
clientSocket.close()

Application Layer — 2-
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UDPJR %% 5 TCPAR 5%

UbP TCP

O AR S 0 4RSS

O MFRA @SS, B O T @S T g, R
FITR 3 SR A MR S04 AL ES i
Ak i R it R bt NFHFH], A

O R4 556 F — AR AN AR AT
—ANERFAFEES 0 RS RAEAE
%5, —UGER-WIRGE  ER-AEETMA
R kR, RVERUT KR

A3
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Chapter 2: Summary

O N4
« client-server
<« P2P
NN E
» reliability,
bandwidth, delay,
security
O DRI XA A i 25 A2 23
o [HAER:, W TCP
« AATEE, HdEdk: UDP

O 7 FH S 28 SR SR /i
M7 AT A B
@ B RE BEURS
o RS A5 A SR A 1Y
AT W
mE @S
o sk #EAT
e SRR 5T
0 EREFHiE:
« TCP
<« UDP

TCEARE
HIEA G
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ek

1. }—j%: 1; 31 7: 83 9
2. HTTPZL:
3. DNSs2%

O YENVARAZ I A)
+HTTPLL: 9H21H
<> 2@ 9H 26 E]
+DNS%: 10H7H
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Computer
Chapter 3 Networking

Transport Layer

A note on the use of these Powerpoint slides:

We' re making these slides freely available to all (faculty, students, readers).
They're in PowerPoint form so you see the animations; and can add, modify,
and delete slides (including this one) and slide content to suit your needs.
They obviously represent a lot of work on our part. In return for use, we only

ask the following: COmp tef
If you use these slides (e.g., in a class) that you mention their source NetWOfk/ﬂg.' A Top

(after all, we’ d like people to use our book!)
If you post any slides on a www site, that you note that they are adapted
from (or perhaps identical to) our slides, and note our copyright of this DOW” ApproaCh

-

material. -
7t edition
Thanks and enjoy! JFK/IKWR Jim Kurose Keith Ross
!
All material copyright 1996-2016 Pearson/Addison Wesley
© J.F Kurose and K.W. Ross, All Rights Reserved April 2016
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Chapter 3: f£fi)=

Our goals:
O HARAL Y E MR 55 i 2 O 27 2] DR Y (4 i = L
o ZHMEMNEZEY o UDP: Toi&E#AL
fift o TCP: [HI [ 2 ) A4
O A FER PR AL M O TCPHHZEf ]
o Y
o S
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Chapter 3 outline

0 3.1 Transport-layer
services

0 3.2 Multiplexing and
demultiplexing

0 3.3 Connectionless
transport: UDP

0 3.4 Principles of
reliable data transfer

3 3.5 Connection-oriented

transport: TCP
O segment structure
O reliable data transfer

o flow control

O connection management
0 3.6 Principles of
congestion control
0 3.7 TCP congestion

control
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3.1 {4 AR 55

0 fENHERFE R,

O YRR A E R 7 5 AR
SCEHE, AR A
B R AT B S s

O RHEREAN F HRERE 7 b B %
AR

Ot EHRAE T HERRIA (B AE

O fEARHZE K,

O RIE AL RS L AR
B2 R O, BRSO A
Jx A 3t 4 288 J 2 42 BT
FFRSL

O L R T Lkt F] (1 B4
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{102 R0 X 28 J2 (1) 6 2

Household analogy:

0 F%e )z 0 AR T -
o ek MLz (a2 MNREEMIRAD % T8ME, 7
HE S Ann Bl 67 5 J S A
O LR iﬁ;zgﬁ DAL BB AR A AN
O MR IMIEH |5 g - gy
JafE O R = 15

O £%i)Z = Ann 1 Bill (GE{iE
O A5 R 38 95 Y 2% NBNHIRSS)
=i Es 0 ENL = 8
0 W%z = MRS (FEftl]
B THIIRSS)
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O WL R R T A RIIR S - )
O W% R R B KB JIAE FE MR A A network
S, BRI =i physicd 7 y
o HARKIL, AIERST, ARHIE el ieten] |
W FaE AT, AMEEETE 2, A S, Yo

PRUEZEIR, AMRIERSE, ... %
2l networ! °
— Dé | datalink O
3 BRI S e
O JEIRLRIE | physicdl

prasngies =3 > data link | —
Q 'I__ﬁ 'J_ﬂ/f%lE physical - L:T:o

network

data link networ

B 4

a ’fzgﬁﬁ}% nJ uj:/%'ﬁj\: E@H&% : @ é@v% s'ca _it:‘f;;lé:l;
o REFTHE. Tzt TCP -1/

o ARIERTEE. &P UDP
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Chapter 3 outline

0 3.1 Transport-layer
services

0 3.2 Multiplexing and
demultiplexing

0 3.3 Connectionless
transport: UDP

0 3.4 Principles of
reliable data transfer

3 3.5 Connection-oriented

transport: TCP
O segment structure
O reliable data transfer

o flow control

O connection management
0 3.6 Principles of
congestion control
0 3.7 TCP congestion

control
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PR R AR 55 . R EHLRI AT e 2R (R 224
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AL R A3 A A S A 21 T
&Y

application

transport

physical
%f ||

/

appligation

ne

rk

K

p

M

ital

network E
link
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tral

application '

port

nef

ork

k
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ical

[ ] socket
Q process

Q
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VSRR IR L VS EPNE RS B AT
O FAUE AN —MERE, 0 EVHREEANEE TN RL—
HA WS N b A4 (o ANPE— (AR IR
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O {53 EA S NI 4 5 bR
0 ZEH:
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42
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S O

O it 5 R BT ARR I — 552
O HA BN SR — N O
O 15
o — M6 IS
O 0~1023 A SR I s, FR Ak
T s 12
O R SCE P A T Bt A i S
O VRS 5 R S A i
STNE=
o HEHNS: SRR A
HL s 15

+— 32 bits

source port #| dest port #

other header fields

application
data
(message)

TCP/UDP1i LBtk 3(
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0 B3 hc:
o flil, new Datagramsocket (), AFEHmHS
O JHH HEERGMN1024~65535F 41
O %% 7 By 38 5 A FH X Ao 7 92

O R Em 158 ERE T
O i, new Datagramsocket (53)
O SEI A FLIH AN LI IR S5 2% 8253 T Ak P JE 2R 7 g 115
O R 55 #5188 %5 R X Fh 7 2%

O UDPEBFZIRIR N <IPHiHE, 3OS >—jod
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UDPf#E % [

OO A= ] — 1~ UDPHR S
o KB SC Y H O3 115, K UDPHR A B A
A% 15 8 e
o<HINIPHAE, H A9 5> H IR A UDPHR ST AL
ﬁﬁﬁ*ﬁ%%?,Ewﬁmmm,ﬁ%D%>
this
OMICH G UFIPHBAE, YRS 15> BEBEUCHRE
R R SR
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UDPfiEE A . %54

DatagramSocket
Dat Socket serverSocket = new
atagramsocke DatagramSocket
DatagramSocket g
mySocket2 = new 9 mySocketl = new
DatagramSocket (6428) ; DatagramSocket
(9157) ; application (5775) ;
application @ application
Siree
B - ransport B E
trangport nbtwlork transport
nefwork link network
link physidal lip
‘ 2 physical physical D
~ N — — =
source port: 6428 source port: ?
dest port: 9157 dest port: ?
source port: 9157 source port: ?
dest port: 6428 dest port: ?
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B TCPERE S

O IR ELEport=xfl i — MYl EH 7.
O welcomeSocket = new ServerSocket(x)
0 BFAGE - EVOEERTIEER S D ERT (RikE s
DA %y) :
o clientSocket = new Socket(“hostname”, x)
O MRS SENEIE T ARERGE KA B8 —MERER T
O connectionSocket = welcomeSocket.accept()
O ZIERERT A SR ANEREME, MARKAAL TN
T AR BL:
© URIPHEHE = 2P AR TP AL
- JFuRIS = y
© HEIPHuE = IRk55 & HOTIPHEHE
- BB S= x

0 ARKE RS REH L AR KERERTN M
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TCPi#E S H

0 Bk 55 BN ReT 2 MERER T

OB MERER TS DR, JFil <JRIP
duhk, HEIPHLhE, Yiim 5, HEmH 5> Y
T AT HRIR

O {55450 A i DY Je 2 A IR OB AS B A 32
BEET
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TCPiER ] . 254

threaded server

application application
N
trangport . r‘.anspor
network : network
link E : link
phykical server: P physical
e address B L2
host: IP source IP,port: B,80 «+ ] host: IP
address A dest IP,port: A,9157 source IP,port: C,5775 address C
- dest IP,port: B,80
source IP,port: A,9157
dest IP, port: B,80 source !E,port: Co9157

dest IP,port: B,80
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/NG
UDPE#EF

TCPEE:F

O {5 FH<IPHibE, Sm5> O fEH<JEIPHIbE, HHEY

AR EREY
O fRSSA A — B
TS ITAE

IPHbYL, Vi 5,

H )3 5> DU Se2bR
BT
O AR5 208 2 M E R
BT, BMERE
BRSNS
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Chapter 3 outline

0 3.1 Transport-layer
services

0 3.2 Multiplexing and
demultiplexing

0 3.3 Connectionless
transport: UDP

0 3.4 Principles of
reliable data transfer

0 3.5 Connection-oriented
transport: TCP
O segment structure
O reliable data transfer
o flow control
O connection management

0 3.6 Principles of
congestion control

0 3.7 TCP congestion
control
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O XA ARG 4 1755
O AHRIHL, T ELSLILRLL Ty it
O JX e Ty e Y S P LR HH Sk 1) B o
O X Ee Ty i B S A AR TR D3 UUHL ) ) 5 o

Transport Layer 3-19



UDP: User Datagram Protocol [RFC 768]

0 M ZIRMEHI RS (best-effort service) :

O R K% AR BAAT 2 H ML

O ANPRAE 53 11 ] 5 14 A7

O AMRIETT T8 S IEIR EE 3K
O UDPHEML S

O BHFE B BEFE 2 8] 4R SC R A

O RICTEBIRT (alk) o K E I R AR R
0 UDPRE Z LI D) RE:

o ZMEHEEEH

O KT
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3.3.1 UDPHiR 3L 45 #4)

0 UDPHR X : 32 bits
L. iR Ty == .- -
° jg?;%%ﬂ?m PR ok |source port #| dest port #
o A (payload) : 1 %Zﬁ(()? [~ length checksum
i R A
O T S B/ RS
TR Application
O AR SRR 15 (message)
B
0 HLEIHR UDPHR Sk

o &M (checksum)
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3.3.2 UDPK & F1 (checksum)
VER: X&) S TR A

L Bl T

O KIRCSCE e 16RO XHUEIHR SGEAT AR
B ) P A T

O SHxEEHF A ER 0 SR checksum T EL
AN AT LR :

O H K AU UDPR S O AR RSO R
fichecksum¥- B 0 % INABREHER
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Internet checksum: example

example: add two 16-bit integers
11100110011
1101010101010101

wraparound@lOl1101110111011

sum 10
1

10
checksum 0 1

11 11101
00O 0001000011
Note: when adding numbers, a carryout from the most

significant bit needs to be added to the result
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UDPH & Al o 5

O HREUDPK A MG D) . UDP LA =AM 73

O KA E 2 LR, EATHEREM, ZTBIRAO.

o 32-bit source IP address
E
= 32-bit destination IP address
i
2 e
£ Allos e g%t"ml 16-bit UDP total length
3 Source port address Destination port address
3 16 bits 16 bits
©
- UDP total length Checksum
16 bits 16 bits

(Padding must be added to make the data a multiple of 16 bits)




A R s e

10011001 00010010 —> 153.18
00001000 01101001 ——> 8.105
10101011 00000010 —> 171.2

00001110 00001010 —— 14.10

153.18.8.105 00000000 00010001 —> 0 and 17
171.2.14.10 00000000 00001111 —> 15
00000100 00111111 —» 1087
All 0s 17 15 00000000 00001101 — 13
e 13 00000000 00001111 —> 15
00000000 00000000 — 0 (checksum)
15 All 0s 01010100 01000101 — Tand E
01010011 01010100 —> Sand T
T E S T 01001001 01001110 — > Tand N
T N G 01000111 00000000 —> G and 0 (padding)

10010110 11101011 ——> Sum
01101001 00010100 —> Checksum

O HHEAEE M, checksum=ZEHO

O BT RTUDPIR L (BFRR AR SO SoRA, 4R
OxFFFF, WONRA IR
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Jatt 4 EUDP?

— why is thef'e a UIZ:’? — O UDP&E &1t i
e L RTLLJS AT Rttt o B BF AR ER
FOIEARIL - KIS B A
o N IR HEIR O DAY SR /0 3 Ky
« RIRBIRIEER OF FHRIH: WDNS
REAT P FE S b A N ‘
D 0 %5 N FH 2R3 UDP
o FR S TR /I BEAT AT FEAf
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Chapter 3 outline

0 3.1 Transport-layer
services

0 3.2 Multiplexing and
demultiplexing

0 3.3 Connectionless
transport: UDP

O 3.4 Principles of
reliable data transfer

0 3.5 Connection-oriented
transport: TCP
O segment structure
O reliable data transfer
o flow control
O connection management

0 3.6 Principles of
congestion control

0 3.7 TCP congestion
control
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O W FATLERIF G | THAFIO R TT e
A R T
O FEBRIR I REIR R ABE A, B A5 th 66
O ATSEHATERERRIR . E5IR . BEI P A 2
O R EE AR A i th A A TR (1 E e A s —
O AR A — A IR ELE F T A 2 Ik
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] S A A R P

0w SRR R S5 . BoEiEd AR AR S IE AR, Bk
AR WRF BRI, IR IE IR %1

=

o

O ©

% - process process
O
-8 (Jreliable channel
g2

(a) provided service
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] S A3 A iR P

m R np S €y iU SE N TR
AR R IR R, IF %I A IE R P A

receiver
process

c
O

ol

Lz Isenalngl
8 = process
o]
=

8o

g8

52

(Jreliable channel

(Junreliable channel J

(a) provided service (b) service implementation
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] S A A R P

O AIEEAE RO M S5 R Bl — R BARE IE L, £
PE A HRHRIA B R R, L MORIE IR I e 20

=
ke}
0 0
Lz Isenalngl receiver
8 = process process
o]
dt d i
= (Yreliable channel rar_send0 galiveraantal)
8 5 reliable data reliable data
& > fransfer profocol fransfer protocol
8 O (sending side) (receiving side)
= udt_send()i rdt_recv()
(Junreliable channel J
(a) provided service (b) service implementation

0 RAT SRR Ve T AT BRI 5 4
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3.4.1 Fyid n] SERE AR S il

rdt_send() : B LESTEHA, 1%
BLRIE B AL 2 rdt

deliver data(): Hirdtif
FH. KB A LR sk

\ rdt_send()

Tdeliver_data ()

reliable data 1 receive
transfer protocol .
(receiving side) side

| packet |

udt_send ( )1: | packet |

Irdt_rcv ()

T—u()unrelioble channel )J

udt_send () : HrdtiAH, ¥
BRIEI A HAZ 4 T E i sk

rdt_rev () : SAHBABUORA,
fh1 S B A
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getting started

KB & LA T LA IE -

AR I

OFEEE: e, APk
O FIHRIERL (FSM) kg
e AR AR, S EE

) H\@*ﬁﬂ‘”ﬁ@*ﬁﬂ%ﬁﬁ, pri ok ST ap
BFR R e TR
(rdt) f5i% 77 Rzl T B
SR ET AT e Lt Rt O R— PR AT ?
1 BT LR A O IR A4 2
event causing state transition
actions taken on state transition

event
actions )

Transport Layer 3-33

state: when in this
"state” next state
uniquely determined
by next event




Rdt1.0: #AE(FIE b1 n] 5E4L 4

gTE%ﬁ%ﬁéﬂ%%( SIS

O WA HAHHR, WA TR

BRI RIEBETT < FARE s (A2 MBLRA R ERII B8O
RAKTTAIERWTT IFSME A — /MRS

O RIEJT: M EJEHCER, B IR TR EIE

o Helir: MR EMEIEHA UL, BB B

aa

"4t for rdt_send(data) 4Aait for rdt_rev(packet)
call from call from extract (packet,data)
above packet = make_pkt(data) below deliver_data(data)

udt_send(packet)
sender receiver
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RAt2.0: 7 flf 2k LU RHHER 1 TR

O FNEEE R H A i Eedr 2 AR CEERFRI L)
O Al LLEN FAG Y (Wichecksum) 6l HbAFES R

0 W& AR IRE?
O FEMIN(ACK): T 8 b & R Rk 77, Y B 73 4 IE 1
o A IN(INAK): Blion B a0 VR R I%E 7, I/ a4
o Hfh: KIXRTTWRINAKSG, AL HEH 4

0 Srdtl.ofikt, rdt2. 0 BE=FEHHIHLE:
o B KA
o M At
O KIEJTHEAEIH
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rdt2.0: FSM specification

rdt_send(data) receiver
sndpkt = make_pkt(data, checksum)
udt_send(sndpkt) rdt_rcv(rcvpkt) &&

rdt_rcv(rcvpkt) && corrupt(rcvpkt)
e iISNAK(rcvpkt) udt_send(NAK)
JZRH udt_send(sndpkt) ~

SERET
JZ 1

rdt_rcv(rcvpkt) && isACK(rcvpkt)

A
rdt_rcv(rcvpkt) &&
sender' notcorrupt(rcvpkt)
TV B At o et ext_ract(rcvpkt,data)
RIETTFSMHE AN “ 2545 [ it deliver_data(data)
W& udt_send(ACK)
o i o 2 i checksum . = .
T « BT AR KB SRR R ACK B

NAK
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rdt2.0: operation with no errors

rdt_send(data)
snkpkt = make_pkt(data, checksum)

rdt_rcv(rcvpkt) &&
iISNAK(rcvpkt)
rdt_rcv(rcvpkt) &&

udt_send(sndpkt) corrupt(rcvpkt)
udt_send(NAK)

. CQ

Wait for
call from
below

call from
above

rdt_rcv(rcvpkt) && isACK(rcvpkt)
N

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt2.0: error scenario

rdt_send(data)

call from corrupt(rcvpkt)
above _—

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

call from
below

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt2.0 has a fatal flaw!

ACKEINAKHH #5 & EFE?

O RIETTAE RN KA
THA

O LR 5 Rk
R H S RN G,
ez (ki
BT

O ). W] RELE RO = A
TURATH

AT AL FE T 4% 2

0 RIS AT
A5

O BT RRR SR A
ML FER (Fa
fH# LR

S B K

O WA AR )
TRREF A4l 1

TR LLAS
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%% JTFSM: rdt2.0 vs Rdt2.1

Rd+2.0 Rdt 2.1
O MG RIS O MESE: TS
O SRF R : O SRF R :
o IKEIACK, HERE|F o WFIACK, HERIRE
— MRS o IKFINAK, & R4
o WEINAK, #EE T4 o MBI I ik, R
oyl
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rdt2.1: Ki%J7, A HAEACK/NAK

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)

udt_send(sndpki) rdt_rcv(revpkt) && i i 4 iy
(corrupt(revpkt) || 43 2H BENAK,
isNAK(rcvpkt) ) TR
udt_send(sndpkt)

W HIACK, HRIRA
rdt_rcv(rcvpkt)
&& notcorrupt(revpkt)
&& isACK(rcvpkt)

A

rdt_rcv(rcvpkt) W 7 -
&& notcorrupt(rcvpkt) ;Zi{iCK #
&& isACK(rcvpkt) =

rdt_rcv(rcvpkt) &&

( corrupt(rcvpkt)

isNAK(rcvpkt) ) I rdt_send(data)

udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)
- udt_send(sndpkt)

W H A ) 4 2H BR

NAK, H R
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W HFSM: rdt2.0 vs rdt2.1

Rdt2.0:

0 YSCEI 8 0 73 4 -
NAK

mREINREFEER
HE, KIEACK

K

\|

2

-

At

Rdt2.1:

O W KiE
NAK

O WRITURITH: Kk
ACK, A

O YLE B RE > . 22fT
e, KILACK

B — ARG -

0 gﬁ‘%ﬁﬁ@ﬁéﬂﬁﬁ%ﬁ’ﬂﬁ
#H
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rdt2.1: By, AFEHE K ACK/NAK

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) ERCEIFE 2 R0 4540,

&& has_seqO(rcvpkt) BEACK, HERLIRAS
extract(rcvpkt,data)

deliver_data(data)
W 5041, RIENAK Y sndpkt = make_pkt(ACK, chksum)

| udt_send(sndpk?) B AR 20, RIENAK
rdt_rcv(rcvpkt) && (corrupt(rcvpkt) \ rdt_rcv(rcvpkt) && (corrupt(revpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum) \
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && (
has_seql(rcvpkt)

sndpkt = make_pkt(ACK, chksum)

udt_send(sndpkt)

Mﬁmﬁf%wll’ﬁ“?ﬂ
(LA 5 KIEACK

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has_seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) udt_send(sndpk?)

&8& has_seqi(rcvpkt) R 2T T SN0 54

U4 » KIEACK

extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

EHRCE S ML, RIEACK Transport Layer 343
RN




rdt2.2: AEHNAKHIPRX

rdt2 1t ] IASFHINAK, A ACK
0 iEACKEEH Pl o 2L 75

0 RO AR IR s 7> H R IEACK
O X AR 4, B ERIE—IRIACK
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Rdt2.2 in action

sender receiver
send pkt0 pktO
sender receiver \ rcv pkt0
send ack0
send pkt0 KtO rev ack0 ack deliver data
sender receiver \K‘ rev gktoko send pktt \M1\‘
acl send acl rcv pktl
send pkt0 \&‘ . er;:; :T(IE? A/ktlﬂ/ deliver data " ‘W ZePd acclj(lt
X rcv error p eliver data
ac| ;ce\f'lgk;gko \%ﬁs& rcv error pkt send pktl \‘&‘
rcv ack0 /Q/ deliver data oy acko ackl send ack0 ;2:1 gl;tclkl
send pkt1l ktl ack
\\ rev pktl send pkt1 \%‘ rov kit drop pkt1
rev ackl 2K ZZrI]iSe?'Cg;ta A}J/ Send ack ( ) ACK error
send pkt0 \MO\‘ deliver data C
rcv pkt0
ack send ack0 (b) packet error O BT A ACK
. i RS
(a) no error O OB PURERRRISIES o s
HIACKIR, %245 ot BEACK. 3
O RIEITEAR S 1 4 ﬁé};ﬂ’ ’
R Y\ ISR . =
ACK)E, JOE T Aot O BRSO R 4 2
O HBONEIE S (#n) J5, ERACK
mardE, KikACK n,
AT H AR
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rdt2.2: A AINAKK PR

rdt2 IB AT IAHINAK, O KixJ5:

HHACK o B F S IMACK: KiET
O 1 ACKHEMS FTafil 44l —rdl
Gl o HENH (REIHHIACK,
O PRl U R i”E?ig’%E’WK” ERS
IR EACK " lecuj‘j -
o AT, wx 0 R ‘

EACK n, A HHE

o it (K4,
FEWRE SR d) - Eik
iE—IRHIACK
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rdt2.2: sender, receiver fragments

rdt_send(data) A IAfFACKO,
sndpkt = make_pkt(0, data, checksum) HRCET
udt_send(sndpkt)

~ rdt_rcv(rcvpkt) &&
> . corrupt(rcvpkt
________________ o o)) Rkeviod)
vvvvvvvvvvvvv above 0 udt_send(sndpkt)
..................... ) sender FSM
RRGERTSN . fragment rdt_rcv(rcvpk)
o4, ERACKL T . && notcorrupt(rcvpkt)
rdt_rcv(revpkt) && — && ISACK(rcvpkt,0)
(corrupt(rcvpkt) || R — A
has. seqi(rcvpkt) receiver FSM — W HIFFIACKO, %%
udt_send(sndpkt) fragment T BET MRS

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) T
&& has_seql(rcvpkt)

extract{Tovpit.data) g gy 5 1m b4, KIEACKL

deliver_data(data)

sndpkt = make_pkt(ACK1, chksum)

udt_send(sndpkt) Transport Layer 3-47




Rdt 2. x/h &

0 Rdt 2.0
o BT REH A,
o GIANKE . W (ACK F
NAK) FlE (&KL
0 Rdt 2.1
o It A pE A
o A, FEALSH
o BINGAFE, HTFX%S
BHE M
O Rdt 2.2
o HUHNAK
o ACKH G| N v 75

0 5HAEE _EHRDT 1.04H

b, 7EA LLARRES R 5

FiE4THrdt 228500 7 LA

AL

O Ir S

o 1S T 5

0 Eﬁ%%?%ﬂ‘]ACKiﬁﬁ}i
it

O TEICE I o eH B AR A5
5, B

CRIETT RS —FE)
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rdt3.0: m] gEr= AR LERE R AN E AL RS

I8 T AR AL Jrik:
TREEHEWRER (8 o KlEL.
R L ACK) O FRIEITHE “H IR I

P AICEIACK, WK E
1 RIS 8)

= AN .
%§§$§Zﬁm 5 L
O Mk O RIETTE I M54
o MEH ik .
o ACKZ st Y Bt i
LS e
A A

o M 1S fEk
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rdt3.0 in action

sender receiver

pkt
sendpk0 ~~=0__ 1oy pki0
send ACKO

rcv ACKO
send pktl

y
\M\‘
rcv pkil
ACK send ACK1
rcVACK1
send pkiO kt o

rcv pkio
E‘ send ACKO

(a) operation with no loss

sender receiver
pkt
send pkt0 0 tev pki0

ACK send ACKO
rcv ACKO
send pkt1 \%

(loss)

timeout Kt

resend pkil
rcv pktl

&’
ACK send ACK1
CVACK1 +
send pki0 K
kO
A}G/ sond ACKO

(b) lost packet
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rdt3.0 in action

sender receiver
pkt
send pki0 0 eV pKIO

rcv ACKO

send pkt1 kt,
\K’ rcv pkil

ACK, . send ACK1
(loss) x4
timeout

okt 1
resend pktl \'Cv pktl

i (detect duplicate)

send ACK]1
rcvACK1 +
send pkio K -
cv pl
ACK send ACKO
(c) lost ACK

sender receiver
ki
send pki0 \R‘ rcv pki0
ACK send ACKO
rcv ACKO
send pkit1
rcv pkil
send ACK1
fimeout
resend pkt1
rcv pkil
rcvACK1 (detect duplicate)
send pki0 send ACK1
rcvACK1 rcv pkio
ignore send ACKO

ACK g

(d) premature timeout
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RiEFTTFSM: Rdt2.2 vs Rdt3.0

Rdt2.2: Rdt3.0:

0 RiEH, A O RESWE G IE 85— i 4

o RIS SIACK, ¥ o WM& FSHACK, %Ik
FIRZS SEN 7, FERIRES

O RAEMHFSHACK, = o WRIEH&EFE SHACK, A
Koo Gy HET b E CfFA? )
) O SEN 2N 5, RS H

0 Hrdt2. 248, rdt3.084 00 17 Er 25104k, I HEAL
IR filk, XA MATE R GRS 1
ACKH . LIEZARD YA AL,
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rdt+3.0 sender AT ACKO.

Aab 3

. rdt_send(data)
e R FIE

rdt_rcv(rcvpkt) &&
sndpkt = make_pkt(0, data, checksum) ( corrupt(rcvpkt) ||

. b \
@gg%g \  udt_send(sndpki) iSACK(revpkt, 1) )

et start_timer
bR rdt_rc[v\(rcvpkt) \ A

V\llla(l)tffor timeout R LR

SR cat virom udt_send(sndpkt)
SR above start_timer
ACK1,  rdt_rcv(rcvpkt) |
2 115 && notcorrupt(revpkt) rdt_rcv(revpkt) SRR

o kR && isACK(rcvpkt,1)
IR stop_timer

Wait for
call 1 from
above

timeout R A
udt_send(sndpkt)

start_timer (/

rdt_rcv(rcvpkt) &&

rdt_send(data)

( corrupt(rcvpkt) || sndpkt = make_pkt(1, data, checksum)
iSACK(rcvpkt,0) ) udt_send(sndpkt)
- start_timer
A
AW EIACKL,
AgaL 2

&& notcorrupt(rcvpkt) ACKO,
&& isACK(revpkt,0) 2 (|5 1)

stop_timer A

rdt_rcv(rcvpkt)

At bR
VRIS, o
Y3 5341
AL
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ZWITFSM: Rdt2.2 vs Rd13.0

Rdt3.0:f 1 (1) FF
0 Hudis s A E R
o BT A EI Z AL,
RO FSME
B
0 ACKZE K. 3L 7N
o CRIEFER)
e 5552 1 B o 4
o BRI 5 K
SO, BRI
ACK

Rdt2.2
0 ACK?J’%iﬁ

o CRIETTER) TR
P E R R 4

O FRUCT A SR
or#, ERHET—IRACK

Rdt2.211#E T FSM

Az o n] LU T
rd+3.0894% 1T
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Rt /N4

0 Rdt 1.0 (FEAE(FIE)
o Ki&Ti RERIE, YO RERIK
0 Rdt 2.2 (7 ELRFHEE R HOAEIED
o ke, EHPHEF S, T SHACK
O RIET5 1 HNOTT RIEIRE 7 5 IACK/ 73 LS, Eif%
A HT 4/ ACK
0 Rdt 3.0 (f ELRFEH R AN Z A5 TED
o ks, YT, Y5 IACK
O RIABTTRE W kI J5 Ok 7 4
o YT RICEINFS 5 1 7 4L, R ACK
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A P ] AR Ay bl ) it I R

1 AFEAGEAMRS AR, R, 28

2. WA LA BRSO I IR DL AR, A E
A KL E R

3. REUT AWM. AR AR E R A

4. PRESGIEGINKIR . ACKH S . ACKZE R EGE N I B i
. BRI BB CA A

5. WHAfERITAR A E: Gadmbrs, P52k

6. HF LA ESEAEYC A, AR N R TR (IEH,
AU, ACKHEE, THEKR, ACKEK, HFER)

7.E%E%ﬁ\%ﬁﬁ%$#%ﬂ&%m%ﬁﬁ,@$
SM
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rdt3.0/2 —#{%#-5% (stop-and-wait) #}il

sender receiver

first packet bit transmitted, t = 0 —pe - oo oo
last packet bit transmitted, t =L/ R

first packet bit arrives

RTT r—last packet bit arrives, send ACK

ACK arrives, send nex
packet, t=RTT+L/R |

___L/R
sender  RTT+L/R
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rdt3.08 {4 5

rdt3.052 — P IEFHI B EIEREAE !
0 example: 1 Gbps link, 30 ms RTT, 1KB packet:

T - L (packet length in bits) _ 8kb/pkt
transmit = R (transmission rate, bps) = 10**9 b/sec

= 8 microsec

O U gopger Utilization - fraction of time sender busy sending

___L/R _ .008
sender RTT+L/R " 30.008

= 0.00027

O 1KB pkt every 30 msec -> 33kB/sec thruput over 1 Gbps link
o network protocol limits use of physical resources!
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oK 2 45 i R

sender receiver

first packet bit transmitted, t = 0
last bit transmitted, t = L/ R3

first packet bit arrives

last packet bit arrives, send ACK

last bit of 2" packet arrives, send ACK
—last bit of 3 packet arrives, send ACK

RTT

ACK arrives, send next,
packet, t=RTT + L/ R_ T

Increase utilization
/ by a factor of 3!

3*L/R 024
= = = 0.0008
sender  pTT . L/R 30008
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3.4.2 Jii/K £ n] SE s AR il

TURE I R RIETTAZ AN CRE . RN 341
o TIPS EINY K (FEE R TR 5)

O RIEANE N ] BE TG BEGAT 22 (S, K
B GAT N, B A GAT)

(a) a stop-and-wait protocol in operation (b) a pipelined p

O PIFPEEA K E ML go-Back-N, selectlve repeat

data packet—s»
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Go-Back-NAYA & H |

Sender:
0 %2 RUENNEKE . REIFIAR 4
O M FEREFERE. RN DA H—A e 2

0 5 EM SN, NRROKRE. REANSTHTE, BT
RIEERRTA

Receiver:

O RS — AN H, #HERIE AP 5 IACK

O MFREBEMFRRPSEH, EF, EREIE—IXFIACK

O H 2B HACKE ST 5q, KW “F52qiad
) w2
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GBN in action

sender window (N=4) _ sender
5678 pkt 0®send pkt0

2 122 : 22;2 :::d ;,k;rz \ receive pkt0, send ackO
012 3 MELRA send pkt3 —Xloss receive pktl, send ackl

(wait) \

receiver

receive pkt3, discard,
(re)send ackl
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GBN in action

sender window (N=4)

sender

(R 5678
(R4 5678
W4 5678
(N 5678

send pktO

send pktl \

send pkt2
send pkt3 \X/oss

(wait)

ofEER¥E 678 rcv ack0, send pkt4

receiver
receive pkt0, send ackO
receive pktl, send ackl

receive pkt3, discard,
(re)send ackl

@pkt 1 \ receive pkt4, discard,

(re)send ackl
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GBN in action

sender window (N=4) sender receiver

FEE): 5678 send pktO

012 3 X E] send pk‘rl\ .

012 3 KN send pkt2 — receive pkt0, send ack0

TTEEk L ¢ send pkt3 Xloss receive pktl, send ackl

(wait) receive pkt3, discard,

oY 678 rcv ackO, send pkt4 (re)send ackl

o1PEE¥6 78 rcv ackl, send pktb r'eceive pkt4, discard,
pkt 2 (re)send ackl

receive pktb, discard,
(re)send ackl
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GBN in action

sender window (N=4) sender receiver

FEE): 5678 send pktO

PR 5678 send pk‘rl\ .

s T send pkt2 — receive pkt0, send ackO
EEEL - ¢ 7 5 send pkt3 Xloss receive pktl, send ackl

(waif) receive pkt3, discard,
ofEER¥E 678 rcv ackO, send pkt4 (re)send ackl

01EEEEY e revackl, send pktd receive pkt4, discard

(re)send ackl
ignore duplicate ACK

_ receive pktb, discard,
@pkt 2 timeout / (re)send ackl
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GBN in action

sender

sender window (N=4)

[FREY: 5678 send pktO

[F¥E): 5678 send pktl \

01 2 3 LA send pkt2

012 3 YA send pkt3 \X/oss
(wait)

ofEER¥E 678 rcv ackO, send pkt4
0¥ 78 rcv ackl, send pkth

ignore duplicate ACK

6 2 timeout
78 send pkt2
78 Pkt 28 send pkit3
send pkt4

send pkth

=
\

[WK§2 345§
(VK82 345 3
(W2 3 4 5 W]
O 1PRERR6 78

receiver

receive pkt0, send ackO
receive pktl, send ackl

receive pkt3, discard,
(re)send ackl

receive pkt4, discard,
(re)send ackl

receive pktb, discard,
(re)send ackl

rcv pkt2, deliver, send ack2
rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4

=

rcv pktb, deliver, send ackb
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Go-Back-NHI A& FI AR E

Sender:
0 BREZ RUNDSCERIE. RIS
0 REMEDNF 520 (HFSKERE) 0 8L T4 X8

send_ base nexfseqnum dready A AR
ack’ed yet sent
[ M I |IIIIIH[|[|[|HI]H st || neruscsie
wmdow size —4

. E?iiiﬂ%ﬁav)\ﬁ?ﬁ s RRETHFS = REFD (AN
O AckS AL A LI

O BRI BACKE S Sq, RY S Eq A Rk E]”
0 BREFKFIACK q WEFEFESH qrl, BEBHRETD

O SRk PR A LAl e

O AR RIEH B R IEE O o N TG I T 4

Transport Layer 3-67



GBN: Y JTFSM

default

udt send(sndpkt) rdt_rev(rev
pkt) r 80| $75 1 2 2 1 40 4
_____ 23 necomrovpkty I T S 4L

A T=~l && hassegnum(rcvpkt,expectedsegnum)
. ~
et expectedseqnum=1 Qextract(rcvpkt,data)

sndpkt = deliver_data(data)

make_pkt (0,ACK,chksum) sndpkt = make_pkt(expectedsegnum,ACK,chksum)
udt_send(sndpkt)
expectedseqnum++ //Fji i 75 i1

0 BT R B U 5 1170 4.
o%?m“@ BEIE, HEKIT—KBack, RXEWHE L
e R RESZ MUY B2 W o 4.

0 T R

o X IEw R Hy 5L 0 — R 70 U i e P 5 2 AT
TENN
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GBNH R IET]

O B b E R R AT K- O B HE I ACK:
O HIRILE L. HELER o AMALFE, NHA?
O #5RIEE DANH: 1. #rack pthH, BTSSR
< WIS HEIFRIE (N — fiack q (@p) HAT A
AR SRR ED A
C SEERE IR 1% A 2. #ack pthis, HEZEARILH]
TP B i ack, W5 & 45 pkt p
0 K EIACK q: m BE S N
o HHTHT T g o BT, M RIEAR
s AR TR IR UN:l DR PSS DAS
0 BIORHA R Bl R B R 4

O BRIEUOIRZE: MIEFE
RS — A et 58
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GBN: KiXTiFSM

rdt_send(data)

if (nextsegnum < base+N) { /54 7] I F 5
sndpkt[nextsegnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextsegnum])
if (base == nextseqnum) /45 2% % 1 JF R =S

start_timer 1% 37 5 23 LR B — A e I 4
nextseqnum-++
e } '
A else [/F7RIEE Nl GRAFTHIIT )
v——— refuse_data(data)

nextseqnum=1

MRS, EARAEE

‘ : timeout
start_timer ST A 43 4L
udt_send(sndpkt[base])
rdt_rev(rcvpkt) G Q udt_send(sndpkt[base+1])

&& corrupt(rcvpkt)

A
PN rdt_rcv(rcvpkt) &&
ﬁ%{fﬁg Z;‘% H5H 2. notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1 //HE LTS G sl 1D

If (base == nextseqnum) /I #RIE T LI yas, 2l g 4
stop_timer

else

start_timer /DM IET S 2 UL ) ) A Transport Layer 3-70
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GBN/]N

mEAEF
O T, REAE R I 44
O HE BRARI TR R I ACK
0 KI5 ity
O (Y MR E DRI, A Be Rk E 44
o WLEIHIINE, TEHRIEE
O YREE D RAEBM CResdiZ, HFSEH) B,
T T E N
o MBI, HRRIEE L4 a4
mESI=P
O RS, IR E AL, AR TR ER L I EAL

Transport Layer 3-71



P FEAL (Selective Repeat)

0 Z

o RIETIMXEAE NN CRIGBACK) 14,
DL G AN 0 2 () EELA%

O Ak

O MU it G AR P ) 4

O P w5 RS A 1 > AL I LR
W (ER: BEREAAMEHBRRHI
O RIBMFAN AT E e g, DUERRIRE R
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Selective repeat in action

sender window (N=4) sender
EPEY: 567 8 @Pkfosend pktO
OEPE): 5675 {7 pkt 1 Send pkil \
01 2 3 NN A send k'rz\

)Pkt 2 P \X

[FPE): 5678 send pkt3

] PKES ™ (wait)

receiver

receive pkt0, send ackO
loss receive pktl, send ackl

receive pkt3, buffer,
send ack3

Q: what happens when ack2 arrives?
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Selective repeat in action

sender window (N=4) sender
FPE): 56738 send pktO

(e} 5678 pktlsend pktl \

01 2 3 XY A] pkt 2send pkt2
0123 L g send pkt3 \X/oss
pkt 3 P

Mkt 4 (wait) receive pkt3, buffer,
§1 234 IRE r‘@apc‘i(O, send pkt4 send ack3

receiver

receive pkt0, send ackO
receive pktl, send ackl

Q: what happens when ack2 arrives?
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Selective repeat in action

sender window (N=4) sender

FPE): 56738 send pktO

FPE) 5678 send pktl \
FPE): 5678 ({-)pkt 2send pkt2 —

(PR 5678 {T)pkt 3send pki3 Xloss

[ (wait)

1 2 3 4 FRE] QID,&EI?O send pkt4

(VR 2 3 4 5 ]

@Iﬁ&k&l send pk1.5 \

receiver

receive pkt0, send ackO
receive pktl, send ackl

receive pkt3, buffer,
send ack3

receive pkt4, buffer,
send ack4

receive pkt5, buffer,
send ackb

Transport Layer 3-75



Selective repeat in action

sender window (N=4) sender receiver

FPE): 56738 send pktO

012 3 /K send kﬂ\ .

EEEL 5 s send gk’rZ- receive pkt0, send ackO
EBEL. = ¢ 7 o send pkt3 \X/oss receive pktl, send ackl
[ (wait)

receive pkt3, buffer,
1234 IRE rcv@%t, send pkt4 send ack3

R 2 3 4 5 ] rc%cpkklf gend pktb receive pkt4, buffer,

send ack4
"r‘ecor'd ack3 arrived receive ka5, buffer.
@kt 2 timeout send ackb
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Selective repeat in action

sender window (N=4) sender receiver
FPE): 56738 send pktO
EPEY: 5678 send pkfl\ .
012 3 MEXNEE send pkt2—_ 7 receive Pti? sen:j:i 05:10
ERE) 5678 send pkt3 Xloss receive pki.l, send ac
[ ] it
(wait) receive pkt3, buffer,
ofEEYE 675 rcvackO, send pkt4 send ack3
01EEME¥ 78 rcv ackl, send pktb receive pkt4, buffer
send ack4
"r'ecor'd ack3 arrived receive Pk'|'5, buffer,
_,_@kt 2 timeout send ack5
12 3 4 5 & @pktZSend pkt2
U2 345 S record ack4 arrived rev pk‘l’2' deliver kaZ
R 2 3 4 5 ] . : ,
o 1EEVEE: - 5 record ackb arrived pkt3, pkt4, pkt5; send ack2

Q: what happens when ack2 arrives?
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KRB TT AN B B 5 5 ]

send_base  nextsegnum already usable, not

ack’ed yet sent

|
QN | e ] e

window size —4
N

(a) sender view of sequence numbers

out of order

acceptable
(brlggzy?g)ctlzug g (within window)

DTN ezt s

t  window size—4
N

rev_base

(b) receiver view of sequence numbers

Transport Layer 3-78



SR &% EH D AN i O

a Eliil%l? .

o AL E" B IEARIN "N
“ARARE "R

o T HEA" R IE TN
M5 g A

0 HF TR T KIEARM
INE R R IE AT
55

o BRI 5 I ACKHT,
T BN % T

0 BlE -

o B F W AICE
B 5

o T REA" I E 2R A"
R Zas ]

0 B I IIRHER I
B f0 VB
=

o WCEIAEFF 4y 4L,
FUF 1404,
B
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e PE AR I TAEI B

—sender

M E B R

O & RIEE OARE, Rk
H, FshEr s

SR ES n R

0O HEAES U, HE ER 2

KB R IEE N ACK(N) -

O AridsrHny EfIA

0 #n=2%7 5, WH3RIEH
H, R 5=/ N ARHIA
P58 T — NS

HAptEw:

0 2

—receiver

BB E A R4 4 n:

0 KiZACK(n)

O #HNERFHE: SAFZsH

O #Fn=%75: A MnItiam)
HESH; EShEE
H, TS5 =~ — MR
W5

%2 [rcvbase-N,revbase-1]
N7 4n

0 KiEACK(n)

HARWE:

0 2
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Selective repeat:

dilemma

example:

LS SR IF

= B HK/N=3

= B RS EEI)
LA R 7 A
S

[0, 3]

Q: & N K/NFF52
51 AN VST
A, A REEET H I
FR?

RO

(after receipt)

BRED

(after receipt)

3012%
[F3 012 70012

3012 70112
— o1 2FH?2

0123012

0112

pktO —— will accept packet
(a) no problem with seq number 0

receiver can’t see sender side.
receiver sees no difference in two cases!
something’s (very) wrong!

ER:012 —DKO

EEEso12 -k — ofEElo12

-3012421%4 — o1EE12

— o12EIH2

x

timeout

retransmit pkt0 X ‘[

0 1 2 K
o \D\ —, will accept packet
(b) OOpS' with seq number 0
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Ve EAL B LVR/NRR =25 [A] [ 9K 2R

O GEFFEAL: EHE AR DA/ = UE RN

0 BELLME: RIETTRIET —AMEH ([ON-1D #74l
s WO EFIROER), K& T ACK, JRESRIE 2
[N,2N-1] . ENASACKAE A BA IR, RIK il 5 iE 4
HRIEAND A

O A RIBBE RS B R IR 1, o L 2% [0, N-11+ 1) 43
HIATHIN, X [EIE T BT N4 7 E X [revbase-N,
rcvbase-1] (AT —AMB & D) 4 H3EAT#RIA

O AfERCR ALK AR AL o 4, & 1[0 N-11/
WIHIN2N-1INREEZ . BTEL, NARER T 7 5 2 8] i1
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SR/

3 2 i -
O VETERRCE 10 P (¥4 AR R, AN 4 B
O R RVFELFHC, AT SUZ RT3 A Bd
) R IK i -
O RIEE DI ] LLR BT 1) 4 4
O TN O R IE K 49 L0 T B — A S I 58
o EER AR, HERT S A

o WER)E BEALANN /D, Kok FIE e A, BRliom
B G AT, KR 2K
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BB 2L 4 it

O —IRRVFRIEZ DAL RAT 2 F7 17
o P SKEk, EHRKDNAKEHAKR, K4
HELE R E AL
0 6BN: — BRI S, SO AN EHRBOETIN R, X5
MR (1880 T 4 T A AU

0 SR: KILERG, Ul LRSI B O A
e, dJROURIE/ BRI A

O i GBNAMISRI I A2k &, s it im Hi FSM
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TOREIR

0 R 3. VAN 1 a] SRR AL far b BOH 5INBIALAR A
Eﬂijﬁ% B IX LA 20 1 R AT 4 i) T 51

O S I AP s A TRV R B, AR N 1) 2 F i
25 BT AR AL PRI FA K B 2 R HLY
e, BEimgs HAa BRARES P I

O FERK AL mpLE], FRAFEGBNAISRETHMHIAL
il AR, PR A RN 5K B 2R &
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MRS TE R [ N30 B R s

O PRI, EORATT
EPEHK

O Ja K AR geR TS K i o 4 2)iA

O HEREM I NGB & — MR, AR KA E AR
03 38T 1) I

o —MRZER AT RERIE R, I H R 5 NILTFiE

TEMATR B DN (55 51 SRS ) D
O BRI LHAEP 28 IR “ A3 7 IS TR]AS B i A [ e |
o EHMRIHIF 5, iR [l Sei a) i id 1 i i 18
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Chapter 3 outline

0 3.1 Transport-layer
services

0 3.2 Multiplexing and
demultiplexing

0 3.3 Connectionless
transport: UDP

0 3.4 Principles of
reliable data transfer

0 3.5 Connection-oriented
transport: TCP
O segment structure
O reliable data transfer
o flow control
O connection management

0 3.6 Principles of
congestion control

0 3.7 TCP congestion
control
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3.5.1 TCP: Overview

0 TCPRS 7. RERILH]
o EB—SLEMEMEN. mE 0 @R
M O BRI A A (S RS
O A3 s HRERTHRORE (B
o PR & B RE®
0 éXYI: a /)ﬁ7kﬁ7iﬁ§ﬂ§1&
O LA A A A O WAL
0 W BRI a ﬁ%ﬁ%wﬂ i
= 7] O IHI Y X, AN
o RAREIRCH T i

socket

socket
door — -

door

send buffer
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3.5.2 TCPHR S B 4514

«— 32bits ——

source port # | dest port # segment seq #: counting
ACIE): seq/fbof nixt expec/:gi sequence number —&— bytes of data into bytestream
te; it: this is an |
v \Wnowledgement number (not segments!)
length (of TCP header) el Ris|F| receive window — flow control: # bytes
Internet checksum ——— checksdm receiver willing to accept
tions (variable length
C, E: congestion notification P ( gth)
TCP options
) application data sent by
RST, SYN, FIN: connectlo: data —  application into
managemen (variable length) TCP socket
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EBERTCPIFEIR

OAERIKE (MSS)
o TCPERH R LUEH IR AEIRF 2
o BICLERES, BANFENIERECEE
AH536FT5
0 BOHIEF (window scale)
o BYNLEERS, WATUNE— M EOGIREF
o SCRREIEE A7)\ = window size * 2”window scale
O SEMIN (SACK)

o BRMIBYTCPIMY R EFRRIRFHIA
O BUHAITCPEMY S INIEIRMIA, I SRS BTk

HEFT

ZZIMSS, &R



EA=gl: VNG

F5:

O LB — AR 7
75

i N e

O {EH ZRIA, $EHIHE

INIEE (R
el

Q: FS 7 an ey b3 2K 7 1)
i SCEL?

A: TCPHEITE AR Je, BHZRSE
MEEE

ogrsry qi) o8

source port # dest port #

sequence number \
acknowledgement number
rwnd
checksum urg pointer
window siize
N =
sender sequence number space
sent sent, not- usable not
ACKed yet ACKed but not usable
(“in- yet sent
flight”)
BB R IETT RSB
l source port # ‘ dest port # l

sequence number
B acknowledgement number \

rwnd

checksum

urg pointer
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d

FSHEAFS 5545

Host A Host B
User. >
types

‘c

ﬁ ACK=T9 ‘
eq=42, =79,data =
d\ host ACKs
receipt of
/ ‘C’, echoes
Seq=79, ACK=43, data= ‘C’ ‘<’
host ACKs back ¢

receipt
of echc‘»eq

—
¢ Seq=43, ACK=80____

simple telnet scenario
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TCPHEI 1% &

Q W ETCPHE  Q: WfifiitRTT?
I ?

0 SampleRTT:

O R AE R /) O P A HE AR SCBL R
O A A DA B 1) T A WEIEER TN e Pl T
- , 3o frg A 1]

O IR K
o E Rk E I [E] 0 SampleRTTRZILT), BAH

PNIS B FARTT

o RTTRA1LI
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Example RTT estimation:

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr

350

I | |

N
a
S

RTT (milliseconds)

N
o
S}

150

100 T T T T T T T T T T T T T T T
1 8 15 22 29 36 43 50 57 64 71 78 85 92 99 106
time (seconnds)

—4— SampleRTT —#— Estil RTT
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A HRTT

EstimatedRTT = (1- a)*EstimatedRTT + a*SampleRTT

O F5 BUNBURS 3114
0 MAME: a =0.125

O B RTTAFHIRTTA 1R K i w2

0 N4 #EEstimtedRTT il E—A> “&4&fEE”,
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% B AE

0 SampleRTT 5 EstimatedRT (1w 2 i i1

DevRTT = (1-B)*DevRTT +
B*|SampleRTT-EstimatedRTT |

(typically, B = 0.25)

B IR

TimeoutInterval = EstimatedRTT + 4*DevRTT
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TCP sender (simplified)

data received from application above
create segment, seq. #: NextSeqNum
pass segment to IP (i.e., “send”)
NextSegNum = NextSeqNum + length(data)
if (fimer currently not running)
start fimer

A -
CA
NextSegNum = InitialSeqNum
SendBase = InitialSeqNum

timeout
Q retransmit not-yet-acked

segment with smallest seq. #
start timer

ACK received, with ACK field value y

if (y > SendBase) {
SendBase =y
/* SendBase—1: last cumulatively ACKed byte */
if (there are currently not-yet-acked segments)
start timer
else stop timer
} Transport Layer 3-101
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\ \
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[RIEF L a5

T [~ Seq=92, 8 bytes of data

\Seqzloo,w
\x

timeout

/
/ACK:lOO
~Seq=100, 20 bytes of data

X

fast retransmit after sender
receipt of triple duplicate ACK Transport Layer 3-110



P B AR L

event: ACK received, with ACK field value of y
if (y > SendBase) { /I E| T # N5
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer

}
else { /2| EEACK
increment count of dup ACKs received for y
if (count of dup ACKs received for y = 3) {
resend segment with sequence number y

}

a duplicate ACK for fast retransmit
already ACKed segment
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TCP Flow control: how it works

f— RevWindow —f

i O BT B RevWindowill
e e (RIS, R TR
o S Bl B 1 ] FE 5% )
fF—— RovBuffer ————}

data from
P

0 KIET5 IRAAR BN 5
O Y AF P AT 22 TR RO THOAN R R

A E 1T (RevWindow) SN, R
Reviindow = LastByteSent-LastByteAcked
RcvBuffer-[LastByteRcvd - < RevWindow
LastByteRead]
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application applicatio
PP pplication
Lol Lol
connection state: ESTAB connection state: ESTAB
connection variables: connection Variables:
seq # client-to-server seq # client-to-server
server-to-client server-to-client
rcvBuffer size rcvBuffer size
at server client at server client
f‘{ network network E
Socket clientSocket = Socket connectionSocket =
newSocket ("hostname", "port welcomeSocket.accept () ;

number") ;
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Agreeing to establish a connection

2- way handshake:

_ g

“Let's talk
ESTAB
ESTAB
choosax “Feq_ conn(x)
ESTAB
acc_conn(x)
ESTAB
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choose x choose x
“Feq_conn(x) “Feq_conn(x)
» ESTAB » ESTAB
refransmit | qccconn(x) retransmit | gce_conn(x)
req_conn(x) =~ req_conn(x) =
ESTAR ¢ ESTAB
req_conn(x) data(x+l accept
— retransmit q da'ra(x+1)
data(x+1) ™\
| _ connection _ | _ _ _ L . Connection _|
client™ ~ x completes ?er‘ver‘ client X completes = Fgopyep
terminates orgets x ;
g terminates o0 conn(x) forgets x
sESTAB PESTAB
da‘ra(x+1) accept
half open connection! data(x+1)
(no client!) half open connection!

(no client!)
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client application
initiates a TCP connection

wait 30 seconds

SYN_SENT

TIME_WAIT
receive FIN receive SYN & ACK
send ACK send ACK
TCP server

ESTABLISHED

FIN_WAIT_2

— lifecycle
initiates close connection

send FIN

receive ACK

send nothing server application

creates a listen socket

CLOSED
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receive ACK

TCP C“en"' send nothing
lifecycle

LAST_ACK LISTEN
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Causes/costs of congestion: insights
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Summary: TCP congestion control

= New NeW, =
;‘d ACK!

new ACK

cwnd = cwnd+MSS
dupACKcount =0
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dupACKcount++

=

A
cwnd =1 MSS
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dupACKcount = 0

/>transmit new segment(s), as allowed
cwnd > ssthresh
A

new ACK

cwnd = cwnd + MSS ,
dupACKcount =0
transmit new segment(s), as allowed

timeout
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dupACKcount =0
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cwnd =1 MSS

retransmit missing segment

£
za, ACKI ¢
New ACK

cwnd = ssthresh
dupACKcount =0

duplicate ACK
cwnd = cwnd + MSS

(MSS/cwnd)

duplicate ACK
dupACKcount++

dupACKcount ==
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TCP Futures: TCP over “long, fat pipes”
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Chapter 3: Summary
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Chapter 4
Network Layer:
The Data Plane

KUROSE * ROSS

A note on the use of these Powerpoint slides:

We' re making these slides freely available to all (faculty, students, readers).
They're in PowerPoint form so you see the animations; and can add, modify,
and delete slides (including this one) and slide content to suit your needs.
They obviously represent a lot of work on our part. In return for use, we only

ask the following: Computer
If you use these slides (e.g., in a class) that you mention their source N etwork| n g A To p

(after all, we’ d like people to use our book!)

If you post any slides on a www site, that you note that they are adapted

from (or perhaps identical to) our slides, and note our copyright of this D Own Ap p roaC h
material.

7t edition
Thanks and enjoy! JFK/IKWR Jim Kurose. Keith Ross
All material copyright 1996-2016 Pearson/Addison Wesley
® J.F Kurose and K.W. Ross, All Rights Reserved April 2016
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Per-router control plane

Individual routing algorithm components in each and every
router interact in the control plane

control
plane
data
plane

values in arriving
packet heade
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Logically centralized control plane

A distinct (typically remote) controller interacts with local
control agents (CAs)

EES R AR B B =
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data
plane
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packet header
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Datagram or VC network: why?

Internet C(EUEHRIMZE) ATM CRE LR 25 )
O R ENLEAE st O H A R R TR
O FL I 1) [ 285 N2 FH T X 265 il o VEHEHM AL, BRE
KA TR ER (RN FERS (HPf3ET
D )
o i P 4 B4 FH I 4% 0 Ao o8 REEUR D 2 g
0 Ao (VFHEALD BA R O B4 TAF B 45 5E il
o MPEMEZM TAE (lnZEEs DLAR R 2 s ] B
EH)D HERIMNSIL S, LL
PR IR 2 1% o 8] B

Network Layer 4-19



Datagram or VC network: why?

O 31 WX 25 S Bt fie /N IR 55 B B Ak -
QFIZAT/E &M HER I
O et a5 BBt g n 1 R e, Wy, A%
OV & AT PRRF I T B S
QM R U A i Ak 55
OB K TAEHMER| M 2518 % (BEIHT RS B8 )
OVIX AN Ak >k 1 BRI A R B A R -
OTIP over everything (IPH]LUEATEARATHIFER % FD
OEverything over IP ({EA[ R A] LZATAEIP 1)



Chapter 4: Network Layer

3 4. 1 Introduction
3 ** Virtual circuit and

datagram networks o)
0 4.2 What's inside a o}

router o)
O 4.3 IP: Internet

Protocol

o Datagram format
o fragmentation
O IPv4 addressing

o Network address
translation

o IPv6

Network Layer 4-21



]:[]j n » ~
% i B 2R F A
% HH 28 P E B D e
O k. IR, HEEERER
O k. RIBEERFE, MENEE RS 2% 55 IR 5 Rk BRIk

X pei:
- routing FE#IE ()
processor BITEZMR
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" #r
— 1] (11— S 158 (B
) | L= SEATIENRDR
° ) [}
° high-speed P
° switching .
° fabric o
— 11 11—
— | LI 1—
router input ports router output ports

Network Layer: Data Plane 4-22



S\ i 1T E

lookup,
data link forwarding switch

pcessts 1 NN

queueing fabric

line
termination

/l/ decapsulation)

Physical layer:
FCRF IR RIS
Data link layer: Decentralized switching:

Loy 0 fiic: &R (line card) E#EHKEK
0 PSRRI " g, s e A
O HEIPEIRIR O R MR e gh i BHZE RS, J32H 75 7 L HERA
O ¥ WA AN 4 4RI B i 1 (
XA AEWIR AL, switch)

PEREEER: DL “ERi” SE R A\ AL E

Network Layer 4-23




AL A )

= BHAST R TG, TR A .
ity 1R i Ab 28 2 [R) #4518 43 2
= PRI
- JEH S E N H B R T R A T
o RS AT e gh

==
=T =5
— —

— -

0 {0
memory bus crossbar E [ﬂ Ea
¥

Network Layer: Data Plane 424



i I PN A7 AT
BB s
O BIAEGEHH ML, 7ECPUR BELIEIEHI N 58 B #

O Hod 0045 VLB R 58 A A7 AT 20
O HEEZ IR T AFH S SN RO TE REL L2

| input output -
N m (20; memory (gogrt m
7 Ethernet Ethernet) |
|
system bus
PRAR K Hh 5 R

O AN AR — A AR DR IR B A R
O PR SRR 3 1 2 [ M it B (AR ECPUS 5)

O A A\ S RE— NN A i, 2 VR P o4 ) 5% 1 i o i 11
BRI AR E LB, R Rl B R

Network Layer: Data Plane 4-25



o ELZRAT

e iEs — K ILE LR, Wi\
T R A7 56 4% B4 H ity 1 22 A7

BEAN Y N RN H s e ok — AN A
PRERER M B, A O —

AR 2 bus
é%ﬁ%
CAZR BT 1 22 ] [E] I AR, B, Cisco 5600k H
x%ﬁ%%ﬁ%ﬁ)ﬂﬁ’]ﬁ/i 32Gbps gk,

- BN TR R BRI, A N % FH A A
AN R VAR 2 L3 1 N B RR 25 B ifﬁ % ,§ ggﬁg;
R A w5 TR 4321 HBESR

AT W F 52 R T SR T

Network Layer: Data Plane 4-26



AT P 48 5 ik

O3 AE el My P S
XTI W, e
S 15 1 3 1 R ey
5 i o

O3 4 % 1R B3 474

O AMBHIER SR SE R,
SE T 025 2 L 98

0 Cisco 12000 it H.Ex M
Y4 3K1160 Gbps I Bk
it

-
B
O e crossbar
~CCm-
%*gj%“
G .
O Sedt it

O H i A i 1 A Hh g 11 3 %
FINDFHATIBAT IS S5

O R R B AN E K
ERETT (celD , RIBIEN
A

o G ICEIT A B i Ja 4%
g

Network Layer 4-27



6 o 1] D)

Queuing (buffer
Switch management)
fabric

Data link

processing

(protocol,
encapsulation)

Line
termination

o M. FHHE, FICHai i N E oA R s 4l

o HEBN: o R A SRR, SRR HEBL

O . it L AR GRS KGR
O BEEREACH: PUTHE E L, B3
O VIR KRR s

Network Layer 4-28



A\ i 1 HE A 5 54,

O ST HEERIANGE LR g A i 11 £ 70 2L 72 21 H g
I, A N 1 AR R A

0 HEBA TR 4 i) AL
O PASKPHZE: BASK > 2H BH 28 3 J5 73 4 i e
o At MEAFIGE LN, KEEQ

O AR AR 2D Oy LR FInfE i CnJydan A K
HO o, AT LAV BRI I EOHERA,  ELES S AR T

switch
fabric —D"
{7

output port contention green packet
at time t - only one red experiences HOL blocking

packet can be transferred

Network Layer 4-29



it i 11 HEBA 5 A

-—B:'Switch 7 _D»" Switch
Fobric/v Fabric
HY g T
BT
Qutput Port Contention One Packet
ot Time t Time loter

O 2N N S 11 [N g — AN Y S R8I, 750 H i 1 BHRA
m IR 1 P e )
O it D HERARAN TR SR i, 10 B 22 K i HH BA S — A ) AL

O MR RIS AT LA RO R, BN AE,
TR IR GEIBAR KM A AL, IR
O Ha i AFISFFAS R AR AT !

Network Layer 4-30



A A

O 5. o th o iR N — N ERIER) A
O 12 M7 A 2K i H B AU K

O 7 EFERNE, =k H BAZ I 5 7 202
oFR: EFIRHIU
o IR REF: RIS F A

o BENLZEFE: BENLIESE D4 EF, WRamdom Early
Detection (RED)

_ _

papket packet
arrivals queue link departures
(waiting area) (server)

Network Layer: Data Plane 4-31



B @Ml (RED

0 RSB Z RIS FFAER2E, =i /AR TCPIAERIEHN
Hll—C(E A
0 EFRES:
o IRHESFEE RO LICREHAFIRIEISRKE:
AvgLen = (1- Weight)x AvgLen + Weightx SampleLen
o HPIINFHCEHABIE— B Emin, i, IRIBEZER p
EFRERAISHE
o BEIPAFHKERATIE — M Emax B, ERE—INA
NPyl
o = p RN ER E—REFIELRIATEIRIREL,
PHENFHKE#BKR, EFEMREA, pX



A P A

O EREIRARSE IR IL S
o [FRl—fLAe 15 44 %
KICHR S BN K 1%
0 wEZ MU, B4
B RRE M D
O 1 DARRARE 53 2H 3k H )
Sbig, GnIPHbAE. S
FwEMRER
O e o5 AR S JHEBA :
o srH—HIFUhfE . 5t
NG

high priority queue
(waiting area)

arrivals departures

—_— _—

_— _—
classify link

- server
low priority queue ( )

(waiting area)

packet
in
service

Network Layer: Data Plane 4-33



A AN

O Fe VR .

O £ JLABAAI Z [ RE T4
55, RS —
Ak 7 A%

~

departures

O®® ®

0 AL 2 ~FHEBA -

O FEASBASI I FiL— A B8
E CELfD

O MR BAA (1785 BE AL
5, k- EHEN D

HRE
I

classify
arrivals
N —_—
W, —_—
e

departures

Network Layer: Data Plane 4-34



Chapter 4: Network Layer

3 4. 1 Introduction
3 ** Virtual circuit and

datagram networks o)
0 4.2 What's inside a 0

router o)
0 4.3 IP: Internet

Protocol

O Datagram format
o fragmentation
O IPv4 addressing

o Network address
translation

o IPv6

Network Layer 4-35



DRI A 118 A 228 )2
LA H18 0 14 5 51 A 0 0

&%)z TCP, UDP

. HE RS K
¢ % | LRIP. OSPF, BEP AR AL FE
| HRER ICMPRIC CEITHD
|| e
— 0| s
B
Yy =

Network Layer 4-36



Chapter 4: Network Layer

3 4. 1 Introduction
3 ** Virtual circuit and

datagram networks o)
1 4.2 What's inside a o)

router o)
0 4.3 IP: Internet

Protocol

O Datagram format
o fragmentation
O IPv4 addressing

o Network address
translation

o IPv6
Network Layer 4-37



LP A fefit fe )N AR AR 55

0 IPFE A A 55 -
O SRR A8 H RGN H 105
O JREIPATRAUEATAR ST A&, (EATY S K55 T
PRI YLAE W 268 P AR B NS ] BE 38 B ) — 28 ) AL
O MR K EHIBSARIR 4 (R 3R
HEAT S
O MR RE D B M BAE I ek B CHETE: BEH
R R UCRO)
O K HIBE AT AE SBORIE (I HRHHD




IPHE A% 5

B A
(fr: 795

K CRAL: 4777 —|

RRTEMRS R
CSEFRARAED 16-bit identifier{flgs

ofTSe
Tl 42 fe K ks — [ fime to | upper header
CEEREE R AT live layer checksum

32 bit source IP address
32 bit destination IP address

fragment FF49 /4

AR

Aab TR AT R B0 L
(HTMRERD Options (if any) E.g. timestamp,
record route

how much overhead data taken, specify

with TCP? (variable length, list of routers
g 20 by‘res of TCP TypiCG”y a TCP to visit.
0 20 bytes of IP or UDP segment)
0 =40 bytes + app

layer overhead

Network Layer 4-39



Chapter 4: Network Layer

3 4. 1 Introduction
3 ** Virtual circuit and

datagram networks o)
0 4.2 What's inside a 0

router o)
0 4.3 IP: Internet

Protocol

o Datagram format
o fragmentation
O IPv4 addressing

o Network address
translation

o IPv6

Network Layer 4-40



IP 5 &N

O HE G 2 MRE AR AR f R
PEFHEFNMTU  (Max.
Transmission Unit)

O ANFZRT A HE M T R 2 A
AFRFIMTU

O fEE R, BRI IPEL

PaknT AR 43 A

O W EHE i At R o A T
NP RS, RN
s 28 gl — AT ) £
ALim

o FHEIAE AL i AR AT
PAME 2 oy s, BALEH
H ML B

gk
in: — N RHE
out: 3NN

Network Layer 4-41



PANNECTSTER

0 93 R RYRSLEN B IR InZ0E#R
0 55 REXHNFE:
o tRR: BN R WiliETS SREIERIERAIRR
o mEE: Emm hPHEIEERIGEIERESEPAIE
O TR :
« MF (more fragments) : &e—19 FEIMF=0, HR%
FHIMF=1
* DF (don’t fragment) : DF=13RRATIFRIEEERD R
0 9 AL T FREEEN:
0 BKE, [REE, MF, TTL, LIREEF



ORIFIREHERAVRLIKEAH, 7 RAEYE
KEN, MGHE: H+N = MTU

OHBRTREERBLE, BR&EE—1 7R,
HRD RHIEEREN 87 T HIEE(EEL

OEBEIDBREENER, BRERE—I DR o
FEVEHEIRE N ROSHEU LR RIS
REZ




#

et HAE

UKL

O RIBIRLKEH M B EIRIIMTU, BED RIVEK
FHURIKEN
O BEIERE T DI EANNETEIER (&5
— NIRRT REARENET)
O BREHRSLINEIE— N EdERAYRImE, 1E8uRL+RY
LAT=FER:
o BKE = H+ UERKE
o EE—MRELAIIMFUE0, HRIRLAIMFUEL
o RZE = HIERAERRIIERSETPHNFTEFS/8
o TTL=TTL-1
o I ELEMEEF



ZN\

141

A ] BE—NEREE=4000FTHIPEAIEFIMTU=1500
FTRIGEIR E, IPRIISEH=20FT

O FUEREAKE N = 148015

0 JRIAZUEIRER (3980FT) WOBK=1"EIER, K
EHBI/91480=FTs, 1480=FT5F11020=FFy

shFS 2RKE MF (RizE

1 1500 (=1480+20) 1 0

1500 (=1480+20) | 1 | 185 (=1480/8)

3 1040 (=1020+20) 0 370 (=185+185)




22

0B EIRI D R E TR SRR In SRR AT ERR
HNEH, BRERRIETIFHIT:

oS R BRIENER <RIPHELE, #RR> E

BT E— M EERD A
oFRRE—IT Rt ERREERKE:

[FRInEURRIKE=-(RBE <8 + D REIKE
[RIAKUEIRE =R E <8 + DA RIKE — RLKE

oZH%e: BERD hTREIERZREARInEuERE
PR EES

[ Tinll]




0 W [

0 73 KP4 -

O BEAIK 1 % th A% AT I &

O AL T HIENM B A EAMESR IR T ZE A

HLH G0 XOR— A L2 e I 2

O B1XF 73 Fr Do ST :

O By H RIE— RIFRER o Fr, AR H I LR BER
O IPVOHUH 1 %t #4870 A I T e

O W ENAIERM AR, #5E it LHIHR/IMTU

O PRENYIE FI B IR A DAL B/ PMTU

O H A EFFH KM BRI, IR RIS
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LA A

0 73 Fr 7 i
O B 73 A B/
o Bk ki OUH Mg ED
o MR ¥ Ja — > Fr i B R A R AR K
O B A b ol g2 ik i, BAXAE
HENL EAEE, A
O ER AR T LA EE ) B .
o head length: 4471
o Length: 14~
o fragment offset: 85




Chapter 4: Network Layer

3 4. 1 Introduction
3 ** Virtual circuit and

datagram networks o)
1 4.2 What's inside a o)

router o)
0 4.3 IP: Internet

Protocol

O Datagram format
o fragmentation
O IPv4 addressing

o Network address
translation

o IPv6
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1. TPZm ik

0 $#11 (interface) : Q/
o FAHV/IRHES SYIRHE LT
E’\Jmﬁ 223.1.1.2 q
o HHESHEZ N ED 73—
o FHIIHE A S i
AN LK =L masa -2
. Wifigsrm) | 223.12.
O IP address:

O BEASPILEFL IR R — A 1223131 223132
IPHbE ) B

o TPHiHER A 32frf— L
HEdE, @A ST
s R R

223124 |

§

223.1.1.4 223.1.2.9

223.1.1.1= 11011111 90000001 I0|0000001 I0|0000001 .

223 1 1 1
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IPZ il

Q: HOZ a & B A ER

223124 |

a b
(i

223.1.2.9

A LICKI 3 DB LUK B .
Bl

BAT: EAEE— RO W A -
Z kRS ERE R S — Mg
A: TELWIFiE L@ WiFi ol % 5

Network Layer: Data Plane 4-51



TR gL (D

Class

32 Bits

Illllllllllllllll[llllll

R TN ) (Y |

|

Range of host
addresses

A |0| Network |

B

C

O

m

Host

1.0.0.0 to
| 127.255.255.255

[ro]

Network

Host

128.0.0.0 to
191.255.255.255

|110|

Network

Host

192.0.0.0 to
223.255.255.255

| 1110 |

Multicast address

224.0.0.0to
239.255.255.255

| 1111 I

Reserved for future use

240.0.0.0to
255.255.255.255




=2k

S|

-/

]

L —[1

O SRR BRESHINMRGY, ELRIUSHXID
P STNENSHERS

OREES: FRR—MIEERLE

OENT: FRRIZAIEERLE EI— MRS

ORIEZRILTTARIA, [E— NS E
HIMEEC, elIPH EEERAI

"S



iwiﬂ:/ \Ea

0 EARFMN RIS MEORRERE—RYIPHELIE
0 AEEERSEE R RIEIPHEIRI S B E— 4 :
o MBS HICANNG—ES
o ENSHNEEERRF—IE
0 N FAEMBRIBLRALIE CiEEMNES, (BFE
HORIES S STEFAERSRBIE—ME



EFIRRN B

0 £0EINMNESRENSEEIRELE, NADEERE

AIRIZE O :

o MESEW. ENSEH0RMIL: (REBLEMEAS,

o MESEW. ENSEHIRMELE: REFAER &, Bl
EMESIEERNMSET & ((NBIFERYBLL)

O UL 1ATMBAL . Ay HEIE, RRNMNVERED RATER
Rz 17 ((XARIEBRIMELL)

O 32(L0RYMEHL: FEARAN (RA{EIRMELL)

o MESH0. EHSEREBIL: BAERFRIE

O FZAN127 xx.yy xx@stett . FREB(EAEIEAN, AREEXD
AR BN B, TRERERERIY LR,



4 St S
OA, B, CZEHUNNWARIRIERIMLS

O—PNAZE, BN CSEHNATIRMAATE OIS
O AZEHBYE: 224-2 = 16777214
o BSEHBE: 216-2 = 65534
O CEMbik: 28-2=254

O A, B, CZEMBUAIMNEL:
o AZEtEE: 27-2 =126
O Btk 214-2 = 16382
o CZEfbik: 221-2 = 2097152



2. M (subnet)

O BB GO HOR s, R AN RO R 48 Rl 20 1l T
BUNAMLE (M), BESPIEAE A — AR 20 k4 1]

M ££128.10. 1.0

128.10. 1. 1 128.10. 1.2

M £%128. 10. 2.0

128.10. 2. 1 128.10. 2. 2

F128.10.0. 0 WIFTH =

Internet
HAAR >
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gL

0 MBES B, SINFRIBEEIEE T IPHEUEATRERE :
o ENSHH—SUHMFRSHENSHRS
o FRSFANERI— TR, FNSRRAFRPI—MILEED
0 EERILURERE, MFMEMENE, EEGIEN
FREKE

32 Bits

|IIIIIIIIIIIIIII|IIII|I‘1IIII|II|

\10' Network Subnet Host
Subnet
mask 11111111111111111111110000000000




F)#EERS (subnet mask)

0 FMEREATF eI PP FNESFNSFLR
o FIIERER— 1 32LLiFRYEL, HAPXIRENSHILLE /90,
HAREHF 1
o FRIEREtRARD THBIFRR, 10255.255.252.0
O GN{A AN IPHBHEARFRENFRd Bl ?
o BIriiIt5FREREM- 5 1E8
o f5l4M: 128.10.1.1 AND 255.255.255.0 = 128.10.1.0

o ER: FRtIL # 7S, FREIEEENSZRIRAT
Bt

32 Bits

||II|ll[|l[ll|ll|ll||llI]llllllll

‘10’ Network Subnet Host
Subnet
mask 1111111111111 1111111110000000000




e DRI S X

O T MR TP LI 7>
NPT
O FI Mk X
gt <17 1y -
O EHLHbE: KR N 9231
Hefgrh “0” BEBoy :

subnet

0 FMRMA?
o EAEMEFMHLE. 132
HAFEBIHREE
AT P B BE N
LE 5 DU R — AN network consisting of 3 subnets

Network Layer: Data Plane 4-60
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PR fff e 19 2

O B % 05 E R/
B 28T, TR
— A B 1) R 2% 1

O BN S —
TR

223.1.1.0/24

223.1.2.0/24

223.1

subnet

.1.3.2

223.1.3.0/24

subnet mask: /24

Network Layer: Data Plane 4-61
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M)
ﬁl 223.1.1.2

0 BIRRFHO6NTM:
o HATMEAHFMT
X 3k
o TMNFAES I A
O T A4 % i 2% T 223.1.9.2

0 EERWE:
o HHERIEA I &
B-ANFMW, AR
e O EEA R M
O HEHARATET M2 [E
R B A A
o T IR (E A 7 E
W B RS, T
V) 368 15 06 23 L % Eh
7%

223.1.8.1
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R PR [ RS

m Rl G
O TIP3 R AR R 1 R i bk
O 1WA A BB RIS A s B it 4%
O T IALEAE — i Bl i 4%

0 B S

O ETIMZ EE R &y I AT
o 5 % 7 116
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3. IPHIRIRI

0 M ER R EHERAIPFPIER :
o E#ERfT (direct delivery) : DRIGHIEGEZERESEEN
FH (FEEHCKBRER)
o |EHERZfT (indirect delivery) : FEUSEIRGEALE— ML
s ALM R




—— AY —_——
Q.L/\\ E _Y.L/\\

O AMAF R e R B R AL IR R BHR AL S ?
o BT SUREME M S AT AR — IO
FA— R+

o [EHEAZfT: HIREN BN AR SAT REvEE—
HOER— R
0 BEfZA{IRYSEI:
O Chapter 6
0 [EREAATHISEIN:
O TRENEAR, HEEGAKEE T IRHS



O BERZRICT H M0k 3% i 1) S
0 BURT BRIMBUERBINAR), B=3 AR
o BUiHERE—NFRtEE: BRI
o BRgibhER— MEEIRM RO BT
o%%g:xwmmﬁﬁzﬁmmmmﬂWMWﬂ—¢#um%m
Yy
0 IPRAZ B :
o EMERFRVUERAE BRI T —BMER (T—NEEhA
RIBSERERIRE]) | TR —RSe R IR IR B e
0 BN ARINEE:
o BRI, T—Bktit, BHRO%

o =Bt SEHEAEE— N FNG (FFEETHER
=R AT LAEEEX)



202.38.64.0 f
202.38.64.1 20.0.0.6 30.0.0.7

RIF) 6 H &
H b ik FERY Bk | uwa A% R
20.0.0.0 255.0.0.0 HEZAT| 0 H [k it Bk Ui
30.0.0.0 255.0.0.0 HEAAT| 1 202.38.64.0 | 255.255.255.0 BT 0
202.38.64.0 | 255.255.255.0 | 20.005 | 0 default 0.0.0.0 20238641 | 0
40.0.0.0 255.0.0.0 30007 | 1




PRI RIS (SEH/ER S

MEFRIRPIZENERIIPHBIED, RIZMAISERISEMILIEHEN ;

if DEE CRUEA—MIPHIILIUES /AT R EEERIVBERT R
then &R E 2 LA protoco IR E BRI LR b IR

else if NS B SRYEA— P EEMESANBEIITES /BT
then BT IZ EIEMRICEHIER BRI EIBRITRD

else if RPBESZIDKUFEENERI /BT
then IEHIREARIXEIRPISER T—BE

else if RPEERZINGI—MEURIZRRIN /BT
then IEHIREARIXEIRPIEERN T—BE

else if RABZ—MREI INENZAZ S
then IEEIRE ARIXEIRPISERIRVARHRRIRH

else EHIERLE, REFREBURIEICZIXE—FBRREEHR (ICMP)



R E AR 2

O HHAAT:
o A&t B M AR RERIIE (EEF— TN
mREIEZRT O
O T E I H AR KA R B (AER TR AD
O U RBIT —Bk, T —BbRIREEAIAN (fE
A — TN
O QAT AR ¥ R AT HE R R R
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4. CIDR: Classless InterDomain Routing

0 D RIBHAIERR
o REUEIR=MEENA/ NS BEHLZSE), bR
B (THEAZX. BHitht)
o B RFWTDRENEDTIING, HEFIULEIE
K (CHRMIMEIHS)

3 CIDR:
> BESEREC AR, AL
AR
o RIPFETRIERETHTRE, WIMEREIIE




5:-‘-53-3‘- /—\-EE-EE/\ i iﬂ:

0 251
0 HE—EEE2000MbE, AT AESE—NEB20480NE
LEEHEAYEIEER ; XEBERTRT2 1A AER], MiTeiSHE
ERE— BB 21 FMt AR 2%

7 CIDRitBiESECHIEN -
o MHHRAYIKE L AR 2 BIBIR
o FEMILAYAT (32-log,L) {i44/RtE[E]

O PEHARIRRGE:
O FAFERDIE RSV E, 0194.24.0.0 , 255.255.248.0
o B "HEE" IS RFRMIEEHSE, 101194.24.0.0/21




DL AT SR AT P 2 3t i 2

O HUAL I H TSP i) 1k 7 18] o 23 B b i

O fii: ISPH —Hhhih200.23.16.0/20 (340961
b, 8AMHUY ISP H L, FASHIEDBI24

ik

ISP's block 11001000 00010111 00010000 00000000

Organization 0 11001000 00010111 00010000 00000000
Organization 1 11001000 00010111 00010010 00000000
Organization 2 11001000 00010111 00010100 00000000

Organization 7 11001000 00010111 00011110 00000000

200.23.16.0/20

200.23.16.0/23
200.23.18.0/23
200.23.20.0/23

200.23.30.0/23
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CIDRtIF BRI B —1M5!

0 ISPAE—HM194.24.0.0/16 FREARTHEIE SR
o SRR ERIB2048 MBI
O LA ERE4006 M
o BETERFHIEL024M Mt

University | First address | Last address | How many | Written as
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh | 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20




stk B R

SRR ER152048/ Mtttk

ISP's block 11000000 00011000 00000000 00000000 194.24.0.0/16

Cambridge 11000000 00011000 00000000 00000000 194.24.0.0/21

(Available) 11000000 00011000 00001000 00000000 194.24.8.0/21

AR EHIB 4096/ ML

ISP's block 11000000 00011000 00000000 00000000 194.24.0.0/16

Cambridge 11000000 00011000 00000000 00000000 194.24.0.0/21

(Available) 11000000 00011000 00001000 00000000 194.24.8.0/21

Oxford 11000000 00011000 00010000 00000000 194.24.16.0/20
T EXRFHRIFE1024 Mt

ISP's block 11000000 00011000 00000000 00000000 194.24.0.0/16

Cambridge 11000000 00011000 00000000 00000000 194.24.0.0/21

Edinburgh 11000000 00011000 00001000 00000000 194.24.8.0/22

(Available) 11000000 00011000 00001100 00000000 194.24.12.0/22
Oxford 11000000 00011000 00010000 00000000 194.24.16.0/20
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Y2
ap

0 ISPERE RRFHIN="3RIN:
0 194.24.0.0/21 (¥#Y: 255.255.248.0 ) // Cambridge
0 194.24.8.0/22 (39 255.255.252.0 ) // Edinburgh
0 194.24.16.0/20 (¥&H3: 255.255.240.0 ) // Oxford

0 AISHESIEIBRIMENEA194.24.17 ARYEHESR, HEFRD
2

O 194.24.17.4 AND 255.255.248.0 = 194.24.16.0, '5194.24.0.07<ICHD

O 194.24.17.4 AND 255.255.252.0 = 194.24.16.0, ‘5194.24.8.07<ITHL

O 194.24.17.4 AND 255.255.240.0 = 194.24.16.0, ‘5194.24.16.00CHz
T AR



k&

O BRRPRFE AR 26 AF I3 TR IUR] LA I i— SR T
O XL H Hstdik v] LU pe— 1> Al 4 58 e i) s bk
O IXLEIRIGAE A AR AN — Bk
O Hhb A A R R DL A AT
Organization O
200.23.16.0/23

Organization 1 \ sond y
200.23.18.0/23 end me anything

with addresses
Organization 2 T beginning

200.23.20.0/23 .| Fly-By-Night-Isp —200.23.16.0/20"

\>

. Internet
Organization 7

200.23.30.0/23

"Send me anything
ISPs-R-Us with addresses

beginning
/ 199.31.0.0/16"



paN ) A
AR AR SR (1 R R I
O & HIR AN L A R AT
o HRA IFER R R 4t — %k A #RI:  200.23.16.0/20
o [N A RERE R SR  200.23.18.0/23
0 RIKHISEITEL:
O ERTEICACHIRRERRINT, EERIRRIKAIRIN
Organization O
200.23.16.0/23

“Send me anything
with addresses
beginning

Organization 2
Fly-By-Night-ISP 200.23.16.0/20

200.23.20.0/23

. Internet
Organization 7

200.23.30.0/23

“Send me anything
with addresses
beginning 199.31.0.0/16
or 200.23.18.0/23"

ISPs-R-Us

Organization 1
200.23.18.0/23

NN
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AR R AT R AL

O RFTNA. B C=5KK, alickA. B,
C=IShE R KRR T, F s A R AL

0 i AR BN R AR -
O W F (g M 1) 2SR i A 0 R
O MR F ik 1) TR IR 00 25 H b

o E ?é%i’@itﬁ*ﬁﬁj%%ﬁ?%Eljiﬁﬁﬂ’a‘?ﬁﬁﬁi CFa
)
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FKHECIDRJE H B B [B]ER

0 N 5EAER 0 Dest_addr/prefix_lenik AT VL fitiz 5 .
O I HH A8 75 B MR IR S Y bk RS (lprefix-lenfi)
o IHEAMHHhERTZE (FHHb R AL 1 B stihkAH 5D
O Dest_addrfjitihlAi4% (Dest_addr5 i fEAS A5 ) #E4T ELER

0 5| \AJER:
o iU AT Eprefix_lenmILUR{ERIE
o Prefix_lenFGiAMUBIIASISE], REENERETFISE]
O WM TLBEH R I e R SR B ORI

0 EAMERR AR PHITREEHRE— R (BELHR)




IP % it i) /N 45

0 T g ik A7 AE P i) AL
O Hihk 2 [ IR 2%
O ¥ R A A3 IR RN
O CIDRff G T IXH A ] L+
O e 7 AT HE AU T k2 A1 IR 11 i
O Mkl SR R T e IR ) 1)
3 CIDRG| Ay [n]
O Ml B2 T ROR F B K BT 2R DL G J 0 25 0 o %
O SRR R IT AL e R A A DRI AT R T 1
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5. AL/ 8 th s W ARAF TP L ?

O B2
O B 51T 10 B I B2 SN U PR
mEIR
O EHE BT TG E EHUIPHAE, AR SS 3338 % K X Fh 7 2
o ff FzhZ& N & brDHCP (Dynamic Host
Configuration Protocol) REUIPHibE. 7ML, G
FEEHAE . AHIDNSHRSS S EFMEF R, AL umiE T %
FHIX 772
0 i FIDHCPHI & Ab -
O BT LHECE MM CRISEHED D
o "] H/bERIPHINEAR 5 2 % - (kb # D
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DHCP

O Hbr: e EHUIMA ML 5 Zh3R U E (5 5

0 DHCPAE A% 7 - 55 A5 2 i) S FH ip i
o BT WA — A DHCPR S5 4%, B — P DHCPAHE
o HENIAK TN _EIZ1TDHCP client

DHCP 223.1.2.1
server )

223.1.3.27

@&y

arriving DHCP
client needs
address in this
network

223.1.1.3

223.1.31
&)
I
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DHCPHLR

0 EHL#% “DHCP discover" X
o FH T M I DHCPHR 55 2%

0 DHCPk 5545 H "DHCP of fer” R SC#EAT Wi
O Ze N HERF I IPHAE A AR . HERCEE S

3 EHLH “DHCP request” i 3CiERIPHubE
O FEMEFFE—PDHCPHRS %%, M HIE KRIPHubE

O DHCPJI 55 #% " DHCP ack" # 3 A IRIPHbAL
O Hi 55 s NI T R, WINPT ELRIN S HL

O DHCPk %5 #31 FHUDPi 167, %5 4 HHUDPsi 1168
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DHCP% /7 -k 55 4 52 B,

DHCP server: 223.1.2.5 DHCP discover

arriving

Broadcast: is there a
DHCP server out there?

//””—E_'; offer

\

Broadcast: I'm a DHCP
server! Here's an IP
address you can use

DHCP request

Broadcast: OK. I'll take
that IP address!

DHCP ACK

.

\

Broadcast: OK. You've
got that IP address!

~

B

client

7
,
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DHCP: more than IP addresses

0 DHCPA Kl [l 4 EC A IPHIAE, b ALFE:
O 55— kIR AL I IPHEHE (BRI, I8
O A HLDNSHR 55 5% i IPH 1t
o Hih-HERD
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DHCPHR AL 5

DHCP
UDP
[_ITIpricl] P
meszlj| Eth
Phy
| ] _[Elorce) g
DHCP
[ IpHCP] UDP
[_Elotice] P
[ [TIorcH] | Eth
Phy

Eﬂ 168.1.1.1

HNEDHCPIRS
FRHOBRERES

= NP AS LI 75 A

HlHhl . 25 —BkEs 28
HE. A HIDNSR % 28 i

= DHCPiiE SR 45 3% 2
UDP/IP/LL A i

= DIOKMWUAE JRy 0 b T 4%
(dest: FFFFFFFFFFFF),
WZ1T T DHCPAR 55 4% 1)
% AU

= DHCPiF RS2 U K,
%25 DHCP I 45 %3
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DHCPHR S A&

DHCP
UDP
[ [T IoHce IP
mEmEE| Eth
Phy
DHCP
UDP
w1
EEoz=z[ll| Eth
[ [ TToHce hy

router with DHCP
server built into
router

= DHCPHR %5 #5141 DHCP
M N, BLF % TP
ey BB R
IPHuRE . ASHEDNSHR 55 2%
B IPHb

= DHCPi N £ 3 . 4%

. RS, FIADHCP
B
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Chapter 4: Network Layer

3 4. 1 Introduction
3 ** Virtual circuit and

datagram networks o)
1 4.2 What's inside a o)

router o)
0 4.3 IP: Internet

Protocol

O Datagram format
o fragmentation
O IPv4 addressing

0o Network address
translation

o IPv6
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Pz Fe i (NAT)

«— restof b o 2
Internet (e.g., home network)
10.0.0.0/24
1{0.0.0.4
L —
138.76.29.7 I

B AR A i OB

*H]ﬁjﬁl‘]ﬁIPiﬂi 38.76.29.7 f@iﬂ:*u E El"]ﬂﬁi_lj:

O FHL:
o fHH—/NAHIPHuE S Frvr 2 H 7 [F R W
O A AR 1A 1T 554 Bl A FHIPHEHE (/b 75 20 A FH IPHuHE SO
O WL AT RO AR AT L (2 F D
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NATZ4 45

2: NATI% HH #5444k
PRI
10.0.0.1, 3345 K

138.76.29.7, 5001,

BT R

NATH R

SRR R

Atttk

138.76.29.7, 5001

10.0.0.1, 3345
/

S:138.76.29.7, 5001
D: 128.119.40.186, 80

138.76.29.7

S:128.119.40.186, 80
D: 138.76.29.7, 5001

3 3L ) A ik
H sty
138.76.29.7, 5001

5$:10.0.0.1, 3345
D: 128.119.40.186, 80

1 F#110.0.0.1
RIERAHE G
128.119.40.186, 80

10.0.0.1

@ 10.0.0.2
S:128.119.40.186, 80
D: 10.0.0.1, 3345

4: NATH 834 2 10003
[ty H fi4ht138.76.29.7, 5001
%410.0.0.1, 3345

Network Layer 4-90



NATSZH

0 4 H IR IR
O BB ) JEIPHINE, VG ES) HHh (NAT
IPHutl, NATH;H )

O NAT # k.
O 0B GEIPHLNE, P IT5) 5 (NAT IPHuuE,
NAT#H H5) KR R

O HEN P EE

o B AR by CHAIPHIhE, H Y 5 ﬁﬁa
NATH Hik, %Fﬁﬁ%ﬁ%i%qﬂiﬁf f Pﬂﬁ i 1

T T B

d‘[
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NAT: Network Address Translation

0 16 bb o 115
O FLVF—PNAT IPHubL A 325765535 X A& 4k

O NATHIE AT
O BN AL =R U IRk G DS A% 2D
O 33 e i B A ) (5 A NS ECIP A Al 15

0 NATiZJiﬁ%'aPZPF_*?ﬁH
o NATH W E3 A EIEE (AL TNAT/ER P
BLXT A& ASTT WD
O HP2P R FH Z 3 RAE A 055 75 v LA AR H B (2 51/))
&7 RO IEAE
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FIGURE 5.2 Redundant copies involved in handling a GET request at a server.
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Chapter 6
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{237 AR bpsif ] i (EiE b

1 A RE AT RUEN, ENMAELUEERAKE (fFiE

GIEESED)
2. ZA M KRR, AT R AELL R/MIT 1
HARKIE O PPELF . (EIER A ED
3. BRI OH (D
O AT B AR I ROR MR AGE - (PR
O AT B PP BN B F 25 (AT 2 LD
4. T CSEIASAT I /N
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MACH ] 51 2R

mEEPCERUFy
o WMBIERI 1 NETTEE, A AEE S — 115
B, AekAEMR
O?%/}S/\ﬂtfi AN EE R HFEA S
O BENLEEN (i)
o NRIEIE, BT S EATVCEMN KIE, BRI
BVE R
O B ENHEEN A =, BEAEM R EH
O BRfE A EE
o NRIAEIE, AEARMT AL, Ao HIhR
o f5IERIHZE S, A FMar, HEFHETIABSMLG]
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(D (FIERIIFFIMACHX

TOMA: 4 2k
O FAF T8 B8 R B TR ) o0 Bsemit, BRSNS AR M
e — A ] 5 K BRI TR) e, NI E) R AT BLR
i%. N
A BETE R4 H SRR [R] N Kk
0 %%)ﬁfﬁlﬁ, HE] Fr e s

6-slot

frame ———*

| |

5: DataLink Layer

5-24



{EIERI I FIMACHX

FDMA: $ii5 % b

O KRR S 2 T

0 A AR B
O E AR, KT

time
(N 3
<
(=}
el
=€ v | —
§ I e E
N
FDM cable &
VAW
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(EE 7> FIMACT YL

CDMA: 145y Z hi:

O KBS LERRIN (AL 2E— 22 R4 JIm AN B (FRchip)

O AN R —ME—FIm RS 7 5] (FRchip code)

O KIEJTls: Kk “17 =Kikchip code; Ki%x “0” =K
i%chip codeft it

O B58M: AT UG 5 7515 18 2 AR

O B S F k3% J7 ichip code 5158 IR BITR &
B9t N, A R EE

O BiHEAIE: LR P chip code &M HIEAZ I

0 COMA SRSV A 17 mUF I R A E !
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(2) BN ABIMACTHY

O BENR AR A AR
O W A B ERIEN, MEIERAERKIE, K
ERTAN T 2L
O BEHLEE AMACHH S RE i il 5, LA AN
T i R AR R R

O BEHLE A MACT L7
O RIER A M {H1E: ALOHAZK K
O JIEHTMIT(EIE: CSMAZIR
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54> (Slotted) ALOHA

J_‘[/)’L:

O BT A K A ]

m Hﬂ‘ﬂ%ﬁiiﬂ%ﬁ£ﬁﬁﬁﬁﬂ¢ B BAE — 1
i R BEAE B B Ua i Rk

0 Wﬁ I B R 2B K CRIE IS BRI 48D
O T4 19 R RTAE I B4 AT R Il 2 5 A R R A

N S

| N
f T T T T T T T T —* slota
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14> ALOHA

0 FR M EREEEE S, £ D ERIE

O A5 I BRES R AT ARAT I B 5R, 7 ROATE T — NI BUR
EH ot

O RN, 9 S AERE A BRI B DU R P
&, HEEKIENI

nods 1 |I]

node2 |2

. =] =]
| |

1 1 1 1 » slots
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I} 7> ALOHA
nods 1

node2 [2

node 3 -
| |

1 1 ¥ zlots

Pl SR p
O BANERRT S ATLMEE O RAEMRKN IR T

R B ik O TR E A, AL
O ks A5 E AT RE Wb

fHamiRkiz O HEE S
0 &
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5] 53 Aloha 1 280

WeR: AR RS
BRI, KT AR
JR I RGP o 1 B4

O BB A NATER T
AT ARSI BROT AR I
CAREZEP A i

0 255845 RAE IR R
%BBZIJJE’J*EEK p(L-p)N-t

O 25 7€ I B R G 19 RUR IS
DHIIMEZR = Np(1-p)N-

0 & RRE:
0 FEI4Np(1-p)N-Hi K
Wi p*
o fRANp*(1-p*N-1, JE:4
N 55, 153
O AR F =1/e=0.37

GO EEHTAEK
A A TR A 937 % !
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ZEALOHA

a EZ‘K,EEJE\
O AFEMFHELE, AT REHEAEMALZRNAE
O TRIBET RIMEEFIM AR EHEZ ST
O BRI, MBPLMRESRPEE, LM (1-P) FHF— Mk
[EERE. (MRt ARE—AIedE, RIKKERR)
0 REPSRAYIER
O TERS Zto KIE MM STE (1o-1,10+1) BB P ik L B iih 58
. willoverlap  will overlap

i with startof | withendof |
4— i's frame-—>§¢— i's frame—’é

| node i frame |

to-l to to+1
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4 Alohaffy

P(45 7 15 RURIERLI) = PO sUKIR) -
POEH BT sTE(Tg-1, 1] KIE) -
P(EH BT fTE[ Ty, T )N KIX)
= p - (1-p)N-1. (1-p)N-1
= p.(1-p)2N-1

RS RUKIE DI END - (1-p)2N-Di K>, 4N -> infty:

K = 1/(2e) = 0.18

5: DataLink Layer  5-33



BT Z hEE AN (CSMA)

O RKIEFTHEWT{EIE (carrier sensing) :
OfFIEZTIN: KIKEEA M
o fEi: MR

O R AT BE A
O T AFEAERISEIR, 19 5 ] BEBCAH M 2L gy
RUETERIE

O B B ALH IR, HPiA (B A AT R
RIUSEHATA N T A FFA R E SRR,
Py G RUES

5: DataLink Layer  5-34



CSMA/CD (Collision Detection)

O RIE R R R B, AT
O GRELRIER T HIER S R TE)
O fF 1L AIER T B 43

OCSMA/CDH)EA B AE:
OFERIE MR AT I M5 CRA RIS T 5
5
oM B R )G, SLEME IR AR IR AR HTER 7
O L RIJA B R A R I 2
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UK MACHN YL

O FIAPURMRHCSMA/CD ML

G NS S NG E Tk - S A A Y N U

2. A MR BIEIESSIN, SLRVAIEN &5
B, BRI EERIEESN, REK
e

3. A R RIESE AW BRI B 5, A
NRIERI !

4. A5 WM-RAEARS L RE FP A I B 5, ST RITE I
FIEW, FFRIE—AHIEES CINsRms)
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IR MA RN (2R

5. MRBEASRELERBL,  ded—EEAFI (A
O R a: MO, Pk K, FEIRK- 512 FURF [A]
o HZrhR A M{0,1,2,3} LK, ...
o H=U R A M{0,1,2,3,45,6, 7} HIEEK, ...

o 10 RIE, M0,1,2,34,.,1023}FiEFK, ...
6. x5 Step 2
VE: BI2LEARR — AN/ LUK

O FRERR A H AR 0 2% 47 385 5 AR I ) «

O MHGIE (P RIXEGRZ ) , SEAFI [A) I HEE B0,
FROCR A 5% A AT RETE AN
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CSMA/CDI)

O Tprop = EARM AR BP9 5 2 [ AR 3 E IR )
YN
Oty pans = 5 E A AL ST N ]
1

efficiency =

1+5t prop /ttrans

OELLTEO T, PORMIRRCR &I T1:
Otypop BEILT 0, L
O Yipans 12 A T 075

O 4518 NI B R AR
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(3) #HMACTMY

)

O F47 Ak S
M—p /\\\ﬁ%’ :[g_[/ﬁ %U
BTN ARV Rk

mEr Y=

0 5| NS ZEIR
OB SRR (EATAD
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FIRMACTX

A AR IE
0 LA — A0, 1%
SE ML £ 71 18] A% 3
O R AT BURIE  (nothing

0 REFEIE R AR @n s
afTocy

O & RALIBIEIR
O HLRIREL (R
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MACH N

O FE R fa] . SR Gnfis ) o050
o iy Zhk. Moy Zik. o2 hk

O BEHLEZA -
0 4ALOHA, S-ALOHA (ALOHAF{%)
O CSMA/CD (F-HILLKF)
0 CSMA/CA (802.11) (7%

O Fedii il
o LT s (HEF)
O &tk (FDDI. IBMA IR, & RLEZ)
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MACTH N EEEL

F1ER 7 MACTIL:
O HAF TR WAMRE, WA TAEIE
O B A MR BV AT NIRRT Rt A e A
1/N 58
FEHLEAMACHR L :
O BB AL HNIEER Y AT LU M TE
O HAFINARA: SER LR, EIEME IR
Felt il GBI A EPE) -
O LT EIE G T [ 5 73 Bl T8 AR RO
O HERIES GRS B U N AR )
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Link layer, LANs: outline

6.1 introduction, services 6.5 link virtualization:

6.2 error detection, MPLS
correction

6.3 multiple access

protocols 6.7 a day in the life of a
6.4 LANs web request

O addressing, ARP

O Ethernet

O switches

©)
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JE 39 S A R A d Y]

O 51N LAN (Local Area Network)
o #p/NE NI PR S Bk R, TR
JUABUIAN, 8NN NBH A
O i M MAN (Metropolitan Area Network )
O WA MW HVEE JLHAR) , BEREFE
o HIRMSRE NS e k55, RS EL, FF
HPHEZ
O ) M WAN (Wide Area Network)
o EHTEE—AMEFR AW (—EAR LD, Bk
MEBEEED K
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Link layer, LANSs: outline

5.1 introduction, 5.5 link virtualization
services

5.2 error detection,
correction

5.3 multiple access
protocols

5.4 LANs
= addressing, ARP
- Ethernet
« switches
= VLANS

Link Layer  5-45



IR EmiL

0 BHIRNBEMNEZ KA #&EEE, TRUTAIREIrmE
“LEHCHY?

0 B—HRMEER e (MR) BEERDE— Mk, FRAYE
otk REMENE, $EEREMBHE. MACHBUEEF

0 MACHEIHK6MNFT, —RRAR "8k " - "o fRAve ™M
NIRRT

0 MACHBIFFRIEEETR SR o EL, EER SR S TkIE—
AY:
o M4 HIEEEMSI—EEMACHEIEZSE]) (FiI3=FET)
o &EFERIREFNE RN EEARREAIMACHELE
o MACHBIEEYAEM-EAIROMA
o PFE A M- EHIMACTHEHHB 2 ATRERY



A ERL S H — P MACHIE

«—1A-2F-BB-76-09-AD Broadcast address =
FF-FF-FF-FF-FF-FF

LAN
(wired or I = adapter
wireless)
71-65-F7-2B-08-53 58.23.D7-F A-20-BO

“— 0C-C4-11-6F-E3-98
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MACHELFSERY

O MY BRIMACHELEE =FhERY
o BAREMNL . ERECSEHIMACHELE, MR BRI A0
o SZIEME : FRR—NZSIBARTENIE, RS
EeAF 1
O JTIBHEE: fffffFfFFFFf
0 MBIERLEH G X LE AT mAIMRR L AL :
o BRYEHE ISR ZEMACHBHE AT B BT
o FrET #&in
o IEEREITRYZ 1B
0 &fELc IR B ERIRT, ERceSBREINE
IR ZE N



MACHH JiE AT TP Hb 1

0 A A MACHNE, J54 IPHE

O fETCP/IP (EHEM) Iz 87, RAEHMACHHELE #A4
(R B R % o -

0 A2 T MACHENE, & 72 IPHbE?
O MACHBIE A i - Z5 A4 K, TC A DRy 0t B P PRl o 2

H AL E
O IPHEhERAT LRI, R DAL DR X Vi ] P PR Aff 5 [0 4543
BRI

O IPHuhE 5 MACHIE A [ 2 ) R BESR R
o MACHLHE S5 R48E, 55 SAEmA T M 5%
o IPHE S FTEFME R, SMNEEARRA
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UIEIE

FE

R K]

N—ik?

0 JRETRA, FROABUTRE—MIENS L
B, &SRR MAERSI4EB:
o ARREEIGEIEIR. BRIMACHII SIS EHREES

):l

i B ittt =BAIMACHELE

o BRUIEECERILEIm, TRIEERIMACHEIEFIRT R AZe
AR, EHEIRRIEMNEE

0 [BJRR:

O ARIEIE IS RIS AU EIRE = E— MR E I,

o ARIMZE EANMA1SXANIBRYMACHBLE?



HhhikfEfr (Address Resolution)

O [O]88: SENIPHuhl, fnda[ 45 3%} R (K MACH L 2
0 FASIRET IPHbE-MACHIIE AR A -
o FHEXERIPHELIRTEEAE (DHCP)
o FAHaTREE M £
O IHEEEATIY. (ARP) FIFa&SIRISIPIEIL-
MACHBHERRES, HEAREER:
O BT RATRERET ABRIMACHELIL, TmAT 1
BRYIPHELE (HEAHERATIEK)
o T raBFIE CHIMACHEIFH T K




ARPHZ SZHE T

0 8 16 24

32

(TdEE st e

B | stk BR1E

RAETT AR (F150-3)

RAETTHEA AR (F54-5) RIETTIPHbbE (FH50-1)

RIAXTTIPHYE (F52-3) HFREEAF b (F27550-1)

HREEAF ikl (5-752-5)

HbRIPHIHE (F27950-3)

O BEASEEY RR(HEORE, XWTFLUKK, ZER 17,

g@%%ﬂ:%@%&ﬁmﬁﬁow$wﬁm,ﬁﬁﬁ
16,

0 #{E: ARPIEXN1, ARPIELN /92

0 LKW L, ARPHRIZEFEFELUKIIAP(ER)




P EEATANS AR

ABEEBHIMACHELE

O AWIE—NARPIEK, ERIXSFERIEAECHIMACHELE
FOIPHELE, EBIRFEHENBRIIPHELE
O AGARPISKEIZEFE B A%

0 B MEIARPIERAYT A BiRIPHEIE S B CRIIPHELEEY
B, HEUPRRTAYTS RITIRNL (BIEAL)

0 BEIE—1ARPIERL, ZHARIESSEIFFRAET, EXIE
TR FEHEN B SRIMACHEE, (EXURIEFER 92

0 BISARPIDRESEIERRENM (ERIMBLEIARIMACHELE)



130.23.43.20
B

NS
2:34:55:10:22:10
System A

IPHh}l4130.23.43.20. 3l yoxB23455102210M 41, Z3K
#3IPH4E4130.23.43.25 FHLIKIMACHE

130.23.43.25
0x0001

A4:6E:F4:59:83:AB
[ 0x0800
0x06 [ 0x04 0x0001

System B
0xB23455102210
0x82172B14 e mmm— e e e e ————
0x000000000000
0x82172B19 <

| 0x0806

Preamble
0xB23455102210 S SED
ARP Request
0x0001 | 0x0800
0x06 | 0x04 0x0002
0xA46EF45983AB
0x82172B19
0xB23455102210
0x82172B14
Preamble |
4-| and SFD | 0XB323455102210

ARP Reply (from B to A)




IHARPHIFETE . ARPZE

0 BN RERTPREER— IR (45E)
%=, TRARPEF

0 BIRREEIERBISCTEINARPER, EHAE!
NIAIZARPIEXR, FHEWZIARPIRNZHEFBIE
BRETERAFRER

0 ARPEZFHRIER, BT (—iRA15 ~207
W) kR



BARPHIERE : oS

0 MARPIERFIREUEIH I EER :
o BN R LUKEIEERRIARPIERIRY, T AET
MAYHEE IR ETETREI B SAYARPR

O PRERSIIT BRI &8 SRR :

O TRAEBETERN B —1ARPIEK, FEBIFFERA
IEANBCHIPHELE

o WEIARPIFEKATT ruiG ATU B BRETEFHE SR
o HAKEIARPIIN., REIPHENIEES R



Al AT YR AL H B L

AR MAL T REIEB:

74-29-9C-E8-FF-55 88-BZ-2f-54-lA-OF

g

E6-E9,00-17-88-48 222.222.222.221
l 1A-23-Fi»c D-06-9B
222.222.222.22 222.222.222.222
111.111.111.110 ii(F\D

R ==

111.111.111.111

155

o

111.111.111 112
& (r

[
). 49-BD-D2-C7-56-2A

CC-49-DE-D0-AB-7D

O RAEF AR, ARIE TS —BEN111.111.111.110 (R-D
O RIS KR, RENEBM H im MR-2 %Al ik
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A R e] YR L EK H B T AL

= A creates IP datagram with IP source A, destination B

= A creates link-layer frame with R's MAC address as destination address,
frame contains A-to-B IP datagram

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-E9-00-17-BB-4B
IP src: 111.111.111.111
IP dest: 222.222.222.222

111.111.111.111
74-29-9C-E8-FF-55

t

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

e 4 g
111.111.111.112 111.111.111.110 222.722.222.221

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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= frame sent fromA to R

= frame received at R, datagram removed, passed up to IP

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-B9-80c1T718RMUB111.111
IP src: 111.111P1dest1 £22.222.222.222
IP dest: 222(222.222.222

B

111.111.111.111

74-29-9C-E8-FF-55 222.222.222.222

t 49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

"!!pr
111.111.111.112 111.111.111.110 222.722.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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= R forwards datagram with IP source A, destination B

= R creates link-layer frame with B's MAC address as destination address,
frame contains A-to-B IP datagram

MAC src: 1A-23-F9-CD-06-9B

MAC dest: 49-BD-D2-C7-56-2A
IP src: 111.111.111.111

IP dest: 222.222.222.222

IP
IP Eth
Eth Phy
Phy

111.111.111.111
74-29-9C-E8-FF-55

t

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

e 4 g
111.111.111.112 111.111.111.110 222.722.222.221

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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A A an 4] AR E ALk H Y ERL

= R forwards datagram with IP source A, destination B

= R creates link-layer frame with B's MAC address as destination address,
frame contains A-to-B IP datagram

MAC src: 1A-23-F9-CD-06-9B

MAC dest: 49-BD-D2-C7-56-2A
IP src: 111.111.111.111

IP dest: 222.222.222.222

IP
IP Eth
Eth Phy
Phy

111.111.111.111
74-29-9C-E8-FF-55

t

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

e 4 g
111.111.111.112 111.111.111.110 222.722.222.221

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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A i an ] AR FE AT ENE H 5 E

= R forwards datagram with IP source A, destination B

= R creates link-layer frame with B's MAC address as dest, frame contains
A-to-B IP datagram

MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A

IP src: 111.111.111.111
IP dest: 222.222.222.222

111.111.111.111 T
74-29-9C-E8-FF-55

222.222.222.222
49-BD-D2-C7-56-2A

T

222.222.222.220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222.222.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

* Check out the online interactive exercises for more

examples: http://gaia.cs.umass.edu/kurose_ross/interactive/ Link Layer and LANs  6-62




AR A

O N AH TMACHHE, I TZEIPHL?
O b AT -
O ARPIIFE, ARPZETF
0 7 R PR A L AR
OAFAMERIR AL BEEb A, B RENL LA IEAT T
THABRAE, I ALR TR B I L2 B o 2 5
7% F i E L
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Link layer, LANSs: outline

5.1 introduction, 5.5 link virtualization
services

5.2 error detection,

correction 5.7 a day in the life of
5.3 multiple access a web request
protocols
5.4 LANs
- addressing, ARP
- Ethernet
- switches
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HY.NE

05— Z MR EoR, e TG L
FHUA B 2R R R

0 SHER R EARMLL, SR A

O ufe ik, DK R SARA Wi (e Ak Jg

O RS : 10 Mbps -> 100Mbps ->
1Gbps -> 10 Gbps -> 40Gbps -> 100Gbps -> ...
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0 2% (1970sHRER) O 4488 (1990s/5H) -

o LAEthER g E = o — A E gk, M

(EHRIK (RZk) — N A

o FraT It RE 5 O, ), KR
iEEEIXERE - LRI i 11 i

O LA S T E AL

Al
e
I




BRI 22 DL

O FALE I XL 2 B G 4F O B AN S AT A

SRR AL B, R
o NG BN ] K4 EIRN=EES LR

AT GE R O AN T4 Thub 5 Y
O A HHLLE S 1 2 [ {74k %

Bl CBERS 2 W)

O ZHAURAREFEN (2 ol
R, FEMFCSMA/CD -
17}1‘*)‘(' switc
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DAt 25 42

Preamble

Type

O Preamble (HiSH%) :

o 7110101010717, JEER—AM10101011475, HF1ERIETT il
W7 2 18] SN i )28

o AT LR MK B2

O Dest.Address/Src Address: HI#/JEMACHHLE

O Type (27771) : fRtHiDatafir @I =2 WML (4IIP. ARPAE
) HAME NS

O Data: 46~1500F77, ANE46FTHAEL6FT

O CRC (4°771) : Xldest addr.. src addr.. typefidatali4>
FBOT AT 2 CRCHY
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JoiERE . AN AT EE B AR A

O o
o RIEF MR EEW T MR EEEET

oA A FE:
o BT R AN R IA
o BT M~ 2 3 CRCES 3 (1) i
OKFE LEWMN (TCPELN ) BT IR IKE
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A2 EG5&/IMHAIEER?

7 CSMAICDBISUBLE, 42377 W15 K Rk
PhoE, OWIRETE R EA AR EI IS, R
L 5 K

O T I e R EEIN 1]
O AR BLA 5 AEAH B 5 12 F) 7 I S 4 < [ PR AR JE IR N

21, JUT A Ak B TE) AN BN 21, BT s /MK B 2
BRI R X 21

O A s/ 64T (ANFERT D) -
O MRAE LUK K o K ELAE (25000K) A 2 (

10Mbps) 5153



A heEE B Iz

Packet starts Packet almost
/atﬁmeo atBatr-E\

— ——

(a) (b)

Noise burst gets

E’ / back to A at2t E’
D i |

(c) Collision at (d)
time ©

Collision detection can take as long as 2.



802.3 AR M brife: fEEg)Z & YIFH)Z

O J 52 E LIS V2 AN A ) BLUR R :
OFEFEJZAHIA: MACHR, Mitks =, kb2
OV EANA:

- AREEAR: JBLr, RIS
- HdEE R 1110Mbps, 100 Mbps, 16bps, ...
- D3R gAY 7 5K

O P IXEE LUK M SR IEEE 802 3 TAFA
wifEdL, TERKIEEE 802.3hnifE R
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10Mbps BAA R CH-HBLK )

0 10Base-5:

o EEHEHEL (1) , BRESEAKESIOK
0 10Base-2:

o EEMEL ()  SRESEANKEL200K
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Link layer, LANSs: outline

5.1 introduction, 5.5 link virtualization
services

5.2 error detection,

correction 5.7 a day in the life of
5.3 multiple access a web request
protocols
5.4 LANs
- addressing, ARP
- Ethernet
= switches
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The Internet: virtualizing networks

1974: A AEERIMZ  EAFELLT 7 AN FE:
OARPAnet ogmhlkJ7i%
odata-over-cable networks  ofuf% X
opacket satellite network ORI T

(Aloha) o1k
opacket radio network

ARPAnet satellite net

"A Protocol for Packet Network Intercommunication”,
V. Cerf, R. Kahn, IEEE Transactions on Communications, . . g
May, 1974, pp. 637-648. 5: DataLink Layer  5-96



The Internet: virtualizing networks

FEYHE M ERin—M28ER (IPE)

O fEBE LGl 4 FRSSER AR R %
—fiig O {EB R FkE BT — AR
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Cerf & Kahn's Internetwork Architecture
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o ..
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Link layer, LANs: outline

6.1 introduction, services 6.5 link virtualization

6.2 error detection,
correction

6.3 multiple access 6.7 a day in the life of a
protocols web request

64 LANs
O addressing, ARP
O Ethernet
O switches
@)
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Synthesis: a day in the life of a web request

O AT L2 FEL 7T EA .
oMNHE, LiZE, MR, iR Z
O AR T WA LR Gk
o HiY: MH—/MW A5k & S B g AH
KETHY
ORI R B — B A HINE AR [l
15 3K M TTwww. google. com
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A day in the life: scenario

browser
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A daz in the life... connecting to the Internet

DHCP

UDP

IP
Eth

Phy

OZEICAS HEL I 75 R EUP
itk 55— Bk 2R 1)
IPHhhE . DNSHRZS 28 1F]1P
Hihk: i HDHCP

= DHCPi% R #2517
UDP/IP/Ethernet

route = LUK JRy 35 mh T

(runs DHCP) (dest: FFFFFFFFFFFF),
WIE4T T DHCPR 55 25 (1
5 b i 3

» 234 2 EfRE%E, DHCP
15K 27X DHCPR %5 28
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A daz in the life... connecting to the Internet

DHC DHCP

UDP AIDHCPAR 45 75 14 i
‘ P DHCP ACK, HB&%
oy I PUGIPHBIE . 55— Bk

25 IPHlE . DNS
AR5 75 42 F AP A

» DHCP ACK i 2,

T LANE K (R #HHL
o DHCP) H¥), FAEILA

| [ 1EToHce]
» 202 ERES, K
J1E|DHCP ACK

P OAERIE T IPHhE . 25— BkES e as FTPHbE . DNS
AR5 25 B TPk
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A daz in the life... ARP (before DNS, before HTTP!

O WA R EHTTPIE R AT, 752
FNTEwww.google.comf W ] 1P
Hudik: A IDNS

o T B FIEDNSER L,
L BUDP/IP/Eth ;R 1%
T T B AR T
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BAERE T 58— B th 230 B 4% 1 I MACHE 3
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A day in the life..

DNS DNS
[IDNS UDP
[ [EIons i 1P
[ [ IEmons ] Eth
Phy

| [ [Eons ] o

=

rou
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= {5 7 DNSH 4k SCHIIP
BT IAI R, BIEF—
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. using D NS

"

o IPEHE R ML Il Y 22 ik
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BB R , BEA
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[DNS | [ server

B I
[IoNS |

— &7

DNSE R W& )2 )2 fif ) 24
FI|IEDNSHR 55 2 75 7
DNSHR S %5 H (A28
www.google.comi v f] 1P
Bk AT W N
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A day in the life... TCP connection carrying HTTP

HTTP
'SYNACK TCP
I SYNACK| P
Elswacklj| Eth
Phy
| >
NRIEHTTPIE R, W%
= B S 3 web Al 55 B3 1)
rou TCP socket
— (runs DHCP) = TCPSYNIRE (=kIEF
TS ) FiiwebfiRk 5

%

= Webfli 45 % FHTCP SYNACK
(ZWEFEFEREE2L) 3
AT N

» TCPi&ERET
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A day in the life... HTTP request/reglz

(runs DHCP)

— | = WeblI T2 T e g v

HTTP requestik ATCPEH;
e

PEATHT TP KK IPACHE 1R 4
% 1 Flwww.google.com

Web filt 55 %% F 605 W T )
HTTP reply 33£47 M 5

S HTTP reply (RIPEHE 1)
7 4% 1 2030
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Chapter 6: Summary

O Hdh Bt = i 55 R .
o ZEAE farill 5 2 1E
oL TR EIE: ZHLEAR
ok E ik, ARP
O BB R TR S -
o LLKIM
O%%%: a day in the life of a web request
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Chapter 7 outline

7.1 Introduction MobiliT¥

7.5 Principles: addressing

Wireless ) :
and routing to mobile

7.2 Wireless links,

characteristics users
ISTI
5 7.6 Mobile IP
7.3 |IEEE 802.1 1 wireless
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7.8 Mobility and higher-
5 layer protocols
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Chapter 7 outline
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and routing to mobile
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—ADESW & TAE T InE i, {8 834K GHEH L
BEAT AR
O P HADESHE & TAE TS, K 5 —
B4 AT AR
O FHADESH A& TAE T B, HEHAK X E 5
(0% R AT AR e, i H 2 S

K

Ko Ky Ky

oo

Ky Ki
Ol—E—sc  o—fo] é [
(b)

i
=1 =1 =]
(@)

= =



G F3DESH] = | i

O A A AN AT A & = AN 2
o 112t HH O A BB K
O AHAAEH W EDES (EERLR) e = HEDES?
o #%ERHEER MM EDES, HIEEHE C&WE 7 —MILE
[ -2 ekt (Py, C) 5 BRI C,=Ey, (Exy (Py))
0 AX=E(P)=Dy»(Cy)o Ziki# 43 HiH5E, (P)FID,(Cy),
HF A EATHE IR FIK,, T 55 L8547 23 ] H 75 2561
KR A2, (PRI

Ki Kz FHEXH  p_JE | ax
Al (FIK K, 1 E ]




G F3DESH] = | i

O N AAE A E I A 2 =440 ?
o 112t B4 LB K
O A4 AME P EDES (EERTY) 12 = HEDES?

o %R HEER RN EDES, HITHHE &G 7 — /AL
Y BH S-S0 (P, Cp EljﬁCl:EK2 (Exa(P1))

O AX=Ey;(P;)=Dy,(Cy)o BiF 73 ATt HE(P1)MDy,(Cy)s
HFHRAAEATE R FIK,, 55 8N4 25 8] 75 25611
WihEmA L2212,  (hgHah)

O A4 ZEDEI A ZEEE?

O N T 5HIRDESH % . 3DESH il Bk DESH 7 i 1%k

W, RFAK =KaT T .




AES: Advanced Encryption Standard

0 20014E 11 H s R FRina brie, fUEDES

O BERAC 128 LUAF B S, it 128 PRy SOk

O ZHKE R LLZ128. 19254256 L4

O QR AE A 9 AT VERU, BB DES 75 %1
fz“,ﬁ)'rlﬂﬁ}i'iﬁf’iAEs (128LLFF 8] 7214977
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L YER: (Cipher Block Chaining)

R o it t=1 & - Hrrer 4@ - "k329am02"
#, HEmYScER L
ggi‘;jﬁ%%’ otk t.:.1'7 = "HTTP/1.1" = "k329aM02"

FEEHEER: (CBC) :
0 RIETT AR —BENLR 4G 1) &
c(0), AR IELGFEWCE _.
BT R, RE I i
DR 05 Bt

O MR LE ARSI dm
i e
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DAY 2 JERTRRIN S

Xt R 5 B

O R Rk E R E
A5 F [F]— 25 EH

A7 25 A A 38 ) 7L

O RIET SR T — A4
J5 . UnfATKe B R A A
P e T ?

AEXS BRI S 0

0 g%%ﬂ%W%X%ﬁ‘
O RIEE A I 2 4]
O BRI o A )
ANAFAE P A 328 ] i«
O s s P2 2 I
O s = P2 AA K
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&

D) Wik 7E RPN ONE AR

O3 BN AR R X0 25 25 EH R e 23 2 4
O N FEABAE —NATFHISCAF R, 5T B R
7 HAliceds ¥ 7] Bob 1% — NN A5 B
o Alice N AT HI ST E R 2 3Bob i 25 %40,  HIBobfr)n
HEINEAE S, Ki%ZBob
0 BobH H C. iR % % HR =15 B
O AN HEARRA % H:

O AIFEY: IEEY, hAEE LN
o MAEY: MEEH, mERicE L

E




NI B S B A8 7 )

__________________ * Bobf %A
: &= K. Bobili%s

o~ v~ BobFAEH

1
1 ‘.‘-;\'h-.
e : c;_:’y'}?ﬁ
# 4

N BR HH
o R T
K g(m) m = K (K (m))

k(D) Kk (m) = m
(2) thientikg , RaTheit 5L ARSI
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IS A SRR N e ) SR AT

O MIFH L,
O AE il — X I35 B EH R i 5 5 B R 2 o 1Y)
o CAHIINEEH, MW OB E RAE ST
O CHIMEEH, IWNECHE BT REZ T
O MRS B EHHE H e 25 25 B e AN AT REIY)
O MINEE B AN SO B S I AR B SO AN AT RE Y




RSAE L. A Rl 4H

OEFEPAKEE p M q CIRAME N KT
10100)

08 n=pxq M z=(p-1) x (9-1)
OEHFE—N5 z AR, 2HAd
O3k 2 —~ e {ii & exd=1 (mod z)
NN (e, n), FAA N (d, n)




RSAGLIE: & Al

Dbﬂgﬁff
O WA S e — N He e, BRI g Bl — A
DNAESM, HAH0<M<n

O X RN EHEEM, 115 C=Me (mod n), CRJI
MR SC

O XA CIRC, THEHEM=Cd(mod n), MEf
RIS




RSAFVEZ|

0 B A

o ftp=3, q=11

o MAHNn=33, z=20

O THI20¥ A ~ ¥, AIEd=7

o fRJ7FET X e=1(mod 20), 75%le=3

o ANEN (3,33) , RN (7,33)
0 .

o W XM=4, NZ LC=Me (mod n)=43 (mod 33)=31
O ffR

o THHEM=C? (mod n)=317(mod 33)=4, K& HF




RSA: 7 — B EHRHE

RARF AR T B4 R 2R AE

KKy (m) = m = Ki(Ky(m))

e 5 AL 4]
IR A

ZRMR !
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RSARIEE 5L

O LA
O “LAVELF: RSAM) LA 2 L AEME DA KB A
(R AEm b, I E HEE 5K AR A X
OfFEHITIME: by 1 A& % EH 1 AR
mEISE
o TMEHEIK, HEE
[ RSAI N H :

O RSA— iR I b ¥, Wi 450, BrEs
B IE — R 2 1 P AE
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RO RSCERD

OB HEM: CRRIRICEERD -
O M FIUE— MR SCR A FHIER

O —MRGEER, Rk R AR
HBEAgBE

O SR SR R AT T -
O KYFE: R B A FRIIE
o WASERMERE: HOGEE BT



FhER HARD: RN N

O QR RE T MO A — ML= &S, L
RN R SORSR SR SCE ] -
O RIET7 IR s PIINE B ROL, KIEGHAIUTT
O WARFLNT RENS I B 2 IR RS, MRS A 2 ]
(ELD]
O XA VAR A
O 1RV 1 HUEVEAIRSCER S, A REATR 8%
ERSCRARAE, MR 5 I AT 2R
O I BN RS2 RAL Z A T SHIT




Rl SO 5 BE AL T 0 T

R R
O KIEH FHSURIERSL, HAER UG M E—M5%s,
FVFECE A X AR 25K Sl S AN

O FH T SR ST bR 25 I 20006 A2 P A 2% A
O fEMIRIE L A B I e M CRAHIEEO
o At

o ) @
O AT B IEH SC N 25 1 SE R 4 2
O QiAA] PRIE 45 5 4R SR AR S A DRy i 2




PN 7% e B T R 4T ST

O RSB (BUF4850 -

O K — M R BAE A B —MERE KR Im E, A l—
AN E KIS EH(m), XA&UME RAZIR I
I (message digest) , BAREUTRLL

EIGEFHT&I?%E%IET&IW@E’J B

O RIAEE R KIEHR SIS — MRS, /R 25 A
R A HNCE

O FEE X B R ST TS — RO 2L, A
WRaE CRIETTTHRAR ST EE) BEAT EEA




an ] PRUE A SCI 22 A Py st ?

OFE T IS EE IR SCE R CFik—) .
O RIENVFHEW IR, i 5HEOT L
INEAR SO, YRR SO S BIARE (ARIR
e i)
O BT I FL S Y B AR RS IS, B3R
BT, 58 O R i
HEAT HL

mEY=g
O 7 LG 5 v




ST W A B RS )
O A BT R — DA T BN FILE RSS2
O M AW 2 THRNE, RpAfd Hoinss b s 5
O INE A AR & A RE ZRE 11
O IEHEFIE T REZ LR RY (WRSA) , FmE MR &
O M HE LT RESZ B 4] (WIDES) , KA LA g
TeVEAS BN % Sk
O RFIEABEPIMSCERN Ok -
O fif H B bR BT AR ORI B TR B A S — AN, HEIFA
F kAo =2 5
O KiIETT X HZ R — MR B B KGRI B SCm2 7, 28
JETHELIR ST ZEEH (K || m )2 Rk S5 5 Y




ST A s SR 3 S Y

Sz
)

H(m+s)
L

pUbhc compare
Internet -

fi"%;
= L
s L :ta J
HEEH 54
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s L 9 I 3 L

O AFT-H @B R, A5 B 2SI as |
PRETH (BRI R 2D A DL — SRp
O X TAEE G € MR, HOVRS 211 A
O X TAEES € WEh, EF B — x i 2 H(X)=h,
FEIFHE _ERATTRER CRRA ) -
O IZRF X T 28 T8 A 18 S5 1) ik S0 4 ) AR B 2L
O WERARYE H(KlIm)=h AT LAFR 2 —> x, fif3H(X)=h,
AR x AT m AT DL K




s L B R RS AR O ()

O X TAEE G € AR, BB —A y#x Fl
AEHY)=H(X), 7EiHE F2ARTRER:
O VU P T8 A n B iR S0 S i AR
O WIRFEHER BN —MAF xRy, FAEH(Y)=H(X),
AR 5 AT LRy B e x iy AS il s 2
O FEREB—XF (x,y) WEHY) =H(X), EiFHE L2
AATRER . (HRPTAE H M)

O i A2 B =/RFIE A O BR BORR O 35 A BR A, i
AEFITAT DY ANRE PR R RS R RIOPR 5 081 BR 5
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S HUA oAb 1

O H HIE FH % 2 1 R 5 RS B R 2L
OMDS5 [RFC 1321] : BUFIE K 5 128 LEA
OSHA-1: EEBIVEUMIARHE, BHIEKEA
160 Lt 45
O H I3RS i 2 RIS R 7 R IHMAC, |
5MD5FISHA-1— 2/ F
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e ]

O — N LB T 5 254 W25 24 0 20 12
PLR =AM 26A4F

O RS I I SO R K B 28 44 RE 1 S8 0 L T
ISty GEEIE %))

O RIZTT I JE A e INRIEE 244 150 (B
O

O U A T Rl Dl i W 4 SRS 1 P 2




Ber . HAVEH TR S 5

O KR TT et ARG EL, R e H H S AL
RO B N 7 24, B AL IR SR
] — e A%

O BB Ny 4, ZERAE, DARK
i 2 I e

O BT RGBT I~ A3 2R A6 RO 2L, X
BRSO, AR EANRT, R SC
e HLSEH




Digital signature = signed MAC

Bob ik 4 4 1 X Alice 46 4 IR L0528
e H: #4
5 |
" o

e —_— IEEM
= T
‘ Ka(H(m))

(@E————— Kp(H(m))

Bobits !

%L%H ---_--.» :

KB i

R |

! WorpE |
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AR a] A] SE BRI B ?

O 25 5& N HI 5
O Bob¥ AHHERATEH S ET E
0 AlicedkHBob = 5T f¥)i# K # Trudy#i3k, TrudyH41iE 11Bob:
TR %S Alice, LU A Trudy I A FHE
o Aliceffi FH Trudy ) AHINE 2 1E % HH, Kix%iBob
O Trudy#3K 1647, HBobAMHINE 5 K i%4Bob
O AlicefBob [AIIH 15 fH1Hi SCHBBE Trudy it 1%

1. GET Bob's home page

2. Fake home page with E1
Alice | Trudy Bob

3. Er(Message)

4. Eg(Message)

a I‘Eﬂi@j:
0 HAlice NAFFHIE1E13EIBob A )G, Alice il b 45 2
HI 2 Bob I AEH, AR H A NI AEH?
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AT

O NE AR R G LN, BN SAR TRE 0
INEAF BB AR SR H S PRI SR
O ff R TT 88 51 NUE AL -
o fHFET (certificate) SRIEBHRAF4K C(principal)
AHENAH
O MEF H— AR ZE =T WA MUK, ZHLAFR AR
BUBCA (certification authority)
O E P E R AFRMCARIZ S, AT N e
BLOGIE PN 2
O YA FEMIKBHAHIEDRE, WREBBAEEMT A
AT i) @) 7



Uk 3R AL
O Bob[r]CAF H H A4
O Bob[r]CAFE ML & 473iiF #H

O CAKILE | Bob ) B i Jm I IEFS, 485 Bob 2 H 4]
o IEBHEFBobI A, JFHCAMZEA

Bobll) @& *
N, Kg
Ko
B
e HCAZ 4K
BobIIH M m e Bob I AFHIE+

Eﬁﬁﬁcgf

el
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UE 5 H 46 E

0 HMAlice  ZEBob1 A AT
O FHLBobHIIE F
o ¥ FHCAHKI AU IFBobHIIE T, 153%Bob A%

digital Bobl#
sSignature o d @T; A
(decryp'r) Kg

CA El’]
/\%ﬂ
: l<CA

i
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X.5091F 4%

O H A & H RE T FR 4E £ X509
0 X.509%# 37 7E A FHE VR AN 725 44 B ALt b
O CANHIEF N 25 26347 SHA-1ELH, K5 FHCARIFLEH
YRS E I, TR T4
O NIUE A FHIE K B Sk
o B HCARI A IE B4, BENEBNAER
iS4 2L
O XU HUEP A S THE R OCI L, I 5 MR % 1S 2 1R
SO EAT R, M RIR IR 2 SER ATIED




X.5094F A% 5

TB

X

\ersion

X500/ A5

Serial number

RPN, 5CAL T —RME—FRil—MES

Signature algorithm

REAZAE AL % AR K S5

Issuer

B RIZIEFFICAR 45

Valid period

TEFA RO L i )

Subject name

EfRA T, R RO R

Public key HEmgbw A, ZA AR AT AR S H
Issuer ID M — bR IRCAR —AATIERID

Subject ID AfE— bR IR AR — AN EE D

Extensions —ARENTRTB (X5090v3A )

Signature BERZAE AT FH L RSO %4 . IE R4

B EBRITA AE




A R] s B B AIE S ?

O )@ ERT LLsTCA? AR B JIANCA?
O f F —NCAZ kA FE A [RAIE 1572
O MEIEST, B
0 H—MHLNIEIT 2 ACA?
O HHMER, (ST
O /AT AR (Public Key Infrastructure, PKI)
o PN HINERN B FEL RS RGN T &
o BERFRMALIZITHICA, FANCATAE H MY, 7
TN B4 P A RAE TS
o /A CweE W —4CA




CAH— Fh 2245 1)

- RA 2 is approved. RA: EPyEMN

Root
Its public key is ?H:HL*@ ( ,$, * Z 1 %
47383AES349. .. .
: BRI
/ T>>~.__ | Root's signature lﬁjﬁg/{ﬁii H
RA 1 RA2
[orsemomes) - CA: R A
6ORAAFS63D, . ¥y CERGERD

| Razs signature
CA1 CA2 CA3 CA4 CAS5 \

(@ (©)

© RGP SEAERCATR A D] GH %4 YRR RO

A MRCAIR AT BLEATAZ XOMIE

o WFZMRCAMAPIR RN s b, mdlEds) Ak
NBAER, BERAE R AT, TSR 55 &%



155 O ) G

O BMEHEA A RO, I B3Rk

0 CAt ] DL sCH S IE S, IX BESR CAR fA R AT IE
FREY %1% (Certificate Revocation List, CRL) , %
Hhgh B SR IE B RS

O BN P — M AT AR 2 53R ICRL, # &
ZIUEFS 2 I AECRLA



i E

O UE A7 e R R 2
o fFFIDNSIE NIE T B, %77 Rk NDNSSEC
o LT TR HFRESIAAHGET, 1Z7 BREIPRHEN
LDAP

O UE U 51 0l SE A RE — i, CAE
P CRLEDE H AR SS 2%, HH F RSS2 01 508
CRLA A H BUE T i B
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%5l (Authentication)

Goal: Bob7i #HAlice “IFERA” Wit &1y

Protocol apl.0: Alice says "I am Alice”

R

Y . n 1‘.'-'»
Iam Alice” .
—— E

Ik
LY
s: 7,

i Failure scenario??
4
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%5l (Authentication)

Goal: Bob7s B Alice™IEB]” th i &7

Protocol apl.0: Alice says "I am Alice”

u;;.:f fEM 51, Bob" & A
] FlAlice, It Trudyr] LA

/ FERR U2 Alice
I am Alice

ra
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Authentication: another try

Protocol ap2.0: Alice ] A S TPk #EAT1IE W]

Alice's
IP address

“T am Alice"

] Failure scenario??
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Authentication: another try

Protocol ap2.0: Alice[t] H T HJIPHb ik 3£ 47 1IE B

o
T

N
/ &

Alice's
IP address

*T am Alice"

TrudyH AlicefIP

Hhik 1) — e
A, (IPHbAERR G )
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Authentication: another try

Protocol ap3.0: AlicelnBobki% H4EH H T

Alice's
IP addr

Alice's nI:m Alice"

password

—_
e

Alice's
IP addr

(0] ¢

> R:.:-é" Ef

s  Failure scenario??
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Authentication: another try

Protocol ap3.0: Alice[i]Bobk ik HAEH] H &

Alice's | Alice's |u c
IP addr | password I'm Alice A
> T &‘ Ef

; Tr‘udyHﬁ”ﬁiUAhce?ﬁ
Alice's K / -5"3] B4, o E

Ipfﬁr/ / % %45 Bob

Alice's | Alice's
IP addr| password

“I'm Alice"
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Authentication: yet another try

Protocol ap3.1: Alice¥ & N%, Kik%iBob

8: Network Security

Alice's |encrypted fur "
IP addr | password I'm Alice ) f
— i
Alice's | o -5%? Failure scenario??
IP addr
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Authentication: another try

Protocol ap3.1: AliceXf 14, ix%iBob

encrypted
password

Alice's
IP addr

R

"T'm Alice"”

— ;a;&;ﬂ: Trudy# R EdRE .,
Alice's oy/ E i J5 & i%25Bob

} ‘/// CERED

encryptedjur: "
e I'm Alice
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Authentication: yet another try

Goal: 38 Yo H AL
Nonce: W —k% CREHD

ap4.0: Bobr]Alice KIEAFHEHR, Alice L= MR, [H
i%%5Bob.

“I Gm A“CZ" {_‘-11.-._
— A
R
KA_B(R) /D\ﬁﬁlici%nj}ém%‘}
S NEHES, P

T DI E 2 Alicel
Bl TR AN LR RR
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Authentication: apb.0

ap5.0: K AT PRI E A AL

e "I am Alice" I
7 — Tk
P — "
) KA (R) ‘
< 5end me your public ke:;’;— Bobit .
+ -
Ay K(K,R) =R

—.

HA AlicefiF XA
AR, FHim—E 2

Alice!
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X.509 4 fHL 1 . [] 5 A Al 55

B S I8 RORETT BB 1 AR S A

A—B: t,||r,]| IDg || Data || K,*(K,.,) || signature,

a i}ﬁ%

O ta: TRV,  HHHR ST A I TE] A0 21 HT s 8] 25 Rl

O rp: ABENLIZFER)—DMAERL, Ataiios fo il =kt

O IDg: BRIARIA, FRARHRSCHHRICE

O Data: #i3CH LS KEHRRE S

0 K,p: #rDatafs ZR%, WK, AN Datafi F % FR 2% 4H
o Ky*: BIUATHE, HTINENTEHK,,

O signature, : AMIELT 24, Ftta. ras IDgFIDataf B SCA %,

0 T4 -

o BHHCHFHEEK, o, HK fE%Data, THE T A5
INESYEE=
O BIIAKIATHMNEA th 3 2 IR A6 IR SCIM 2L, 04T LR
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FL 1 A 22 4

0 BT et GRIE. W) ML=
PEWTAS I T

O H AT ST B2 2 3 B AE s
O PGP: — AT IR 22 4 L T R A6, SR

MREE DRSS . S AR 48 %5 . PGPELZ HLFH TN A
IR 4. (ERIRRIY 2 4 L - BB A 1 S S i D
O SIMIME: 2T 2 IS AR MIME B i) 2 44
& . SIMIMER AT REVE Ny — P Tl bR, il 2H2d
B — LE LA



Pretty Good Privacy (PGP)

0 PGPt FLFf e 55 -
O%%U! *ﬂ%‘fi, Jj__{éﬁ’ %%?’%%EB#F’ ﬁﬁi

0 %5

O PGP FH 2 - A T 85 A BV i 2 - 25 2 4R IS I 5%
O Az B AT A4 ) B L BB A

o RO T IR (BRSO

o FHSHA-LEF LB SCRE, SRJ5 IR % 4 AL BT A

RO, TR T4
o FECF A NAEROCHI R, SHkoC— KR!
Sgn || Data



PGP AL {4 Al 5%

0 PGP A X AR & A S DR B AL 42 -

O KIKTTH IR ) — IR Itk 2 0 2 P I USOT i A9
SRR IR GRS

O A AL AR 55 B FE
O KIZTT (A AR MRS —ABENLI 128 LR 2 (—
K2R )
oﬁ‘gﬁﬁgﬂlﬁf%}ﬂbﬂ RO, FHRERTT (B BIAHNE 2
TEaR
O ¥ I 5 B2 vE B A IAE R OCHT IR, H#or—fEkiE:
Kg"(Ka-g) || Kag(Data)




PGP & 4 Ak 5%

O A, PGPIESEMESE AL G TEMNEHR LAY
KR SCHEAT B 46, 48 B R ZIP:
Kg*(Kap) Il Kag (Zip (Sgn || Data))

O ZE MRS 2 BT IR 4R, — 77 T AT A/ B
AR, TR R I B4R,
SR 5 B 43 6



PGP ) e 25 FL- B {1 Al 55

0 PGP ] Base644 ith ke — 2 fill A i % i fl
FAASCHICAS, LU S R A (14 1% i i) AL

0 PGP ] # it B A6 i S A i 26358 4y (s
A4y 34T Base64 g i 4 .




S+ BLEEE + R4 + Mt

O3 [R5 DA B DY AR 25 B 0 7
O AL TT FeX WA SO SRR 4, W 25 A4 JIE A SC T T
O 44 5 WIS — e e 4
O & 1H B PHXT H 48 i 5l gk A7 hn &
O HIHRUT I AP INE 2 5H],  TRAERSCH AT T
O 4 BEAN Kl P 46 il Base 642w i 1 2 -
Encodeg,ee4(Kg"(Kag) || Kag (Zip (Sgn || Data)))



PGP [ il 7 B i 55

O V1 2 FL A 2 4t R 8 422 S B R S FE AN
150,000

0 PGPLESE A S a3 b s, Hag i K
FE IR BN AR By, o iR A2 44 AR
— B

O Bl LA v Be ki, AREE AT I A B
HOHTAH R R — R




fi PGP & d8— A HSE

Ky : One-time message key for IDEA

® : Concatenation

Alice's private
RSA key, Dy

N

MD5

—

Bob's public
RSA key, Eg

Ky —=| RSA

|

P1.Z

Zip

IDEA

|

_>®_.

P1
RSA ——(?

<
Original
plaintext

message
from Alice

Concatenation of
P and the signed
hash of P

P1 compressed

Base
64

Concatenation of
P1.Z encrypted
with IDEA and Ky,
encrypted with Eg

ASCI!| text to

the network
[ ——
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Secure sockets layer (SSL)

0 SSLIv LT TCP 1) W 45 W FH $Ak 22 4 (1) AR 2 A 45 -
O WIS FFWebil 8 FIIR 25 2 2 1] 19 2 43015 Chittps)
0 245
oML M. IR IRFSHEN. BN (AT

Application

TCP —]

— Tcp

socket

IP

TCP APT

Application

SSL sUbtayer

| SSL

TCP

socket

IP
TCP enhanced w

ith SSL
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